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About this manual
This manual describes the use of the Request data interface to SIMATIC S7 via UDP.

The product ibaPDA-Request-S7-UDP is an extension of ibaPDA for random access to
S7 symbols and S7 operands when recording data from SIMATIC S7 CPUs. For
transferring data, the UDP* network protocol is used. In this manual, only the extensions
and differences are shown. For all other functions and operating options, please see the
ibaPDA and ibaPDA-Interface-S7-TCP/UDP manuals.

Other documentation

This documentation provides supplementary information to the ibaPDA and ibaPDA-
Interface-S7-TCP/UDP manuals.

Target group and previous knowledge

This documentation addresses qualified professionals, who are familiar with handling
electrical and electronic modules as well as communication and measurement
technology. A person is regarded as a professional if he/she is capable of assessing the
work assigned to him/her and recognizing possible risks on the basis of his/her specialist
training, knowledge and experience and knowledge of the standard regulations.

This documentation in particular addresses persons, who are concerned with the
configuration, test, commissioning or maintenance of Programmable Logic Controllers
of the supported products. For the handling of ibaPDA-Request-S7-UDP the following
basic knowledge is required and/or useful:

Q Windows operating system
U Basic knowledge ibaPDA
Q Basic knowledge network technology

Q Knowledge of configuration and operation of SIMATIC S7 PLCs

1 User Datagram Protocol

2
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1.2 Notations
In this manual, the following notations are used:

Action Notation

Menu command Menu Logic diagram

Calling the menu command Step 1 — Step 2 — Step 3 — Step x

Example:
Select the menu Logic diagram - Add - New function
block.

Keys <Key name>

Example:
<Alt>; <F1>

Press the keys simultaneously <Key name> + <Key name>

Example:
<Alt> + <Ctrl>

Buttons <Key name>

Example:
<OK>; <Cancel>

File names, paths "Filename", "Path"

Example:
"Test.doc"

@ Issue 1.3 3
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1.3 Used symbols

If safety instructions or other notes are used in this manual, they mean:

A DANGER

The non-observance of this safety information may result in an imminent risk of death
or severe injury:
U From an electric shock!

U Due to the improper handling of software products which are coupled to
input and output procedures with control function!

A WARNING

The non-observance of this safety information may result in a potential risk of death or
severe injury!

A CAUTION

The non-observance of this safety information may result in a potential risk of injury or
material damage!

Note

A note specifies special requirements or actions to be observed.

Important note

Note if some special features must be observed, for example exceptions from the rule.

Tip
@ Tip or example as a helpful note or insider tip to make the work a little bit easier.

Other documentation

Reference to additional documentation or further reading.

. Example
Configuration and application examples for a better understanding

4 Issue 1.3 @
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System requirements

The following system requirements apply for the use of the ibaPDA-Request-S7-UDP
data interface:

O ibaPDA V6.35 or higher

Basic license for ibaPDA

Additional license for ibaPDA-Interface-S7-TCP/UDP

Additional license for ibaPDA-Request-S7-UDP

SIMATIC S7 controller S7-300, S7-400, S7-400H, S7-1500, WinAC

U U000

in case PC/CP connections are used:

= SIMATIC STEP 7 or SIMATIC NET, or

= SIMATIC TIA Portal

Q SIMATIC CFC (V6.0 or higher), if signals are to be chosen by Drag & Drop?.
For integrating the Request blocks in the S7 program:

Q SIMATIC STEP 7 V5.4 SP5 or higher, or

Q SIMATIC STEP 7 (TIA Portal) V13 SP1 or higher

For more requirements concerning the used PC hardware and the supported operating
systems, please see the ibaPDA documentation.

System restrictions
O Restrictions SIMATIC TIA-Portal:

= SIMATIC TIA-Portal STEP 7 V13 or higher is a prerequisite for generating
address books from TIA Portal projects.

Q The access to optimized data blocks of S7-1500 controllers is not supported.

Q Connectors of CFC blocks, which have constant values assigned, have no operand
address. They are marked as constant in the address book and cannot be selected
as signal.

Q If FB function blocks are used in CFC, the internal static variables of the FB are
also displayed in the address book, because they are treated in exactly the same
way as connectors by the compiler. These are to be ignored.

Q For data acquisition, ibaPDA supports only the following data types:
= BOOL, BYTE, WORD, DWORD, INT, DINT, REAL, TIME, CHAR
All other data types exist in the address book but cannot be entered in the signal list.

Q For functions FC with connections of the data type STRING, POINTER, STRUCT or
ANY under CFC, the interpretation of the SCL code does not work, as there are no
references to the data types available in the source.

2 Can only be used in combination with SIMATIC STEP 7 V5.x
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Licenses

Order No. Name Description

31.001040 ibaPDA-Interface-S7-TCP/UDP Extension license for an ibaPDA system by a
TCP/IP and UDP/IP interface
Number of connections: 64

31.101040 one-step-up-Interface-S7-TCP/UDP Extension license for the extension of an existing
ibaPDA-Interface-S7-TCP/UDP interface by
another 64 S7-TCP/UDP connections,
a max. of 3 permitted

31.001311 ibaPDA-Request-S7-UDP Extension license for an ibaPDA system for
using the Request functionality with the ibaPDA-
Interface-S7-TCP/UDP interface
Number of connections: 2

31.101311 one-step-up-Request-S7-UDP Extension license for extending an existing
ibaPDA-Request-S7-UDP by another 2 Request-
S7-UDP connections,
a max. of 127 permitted.

Table 1: License overview, version ibaPDA V6.35

The use of the ibaPDA-Request-S7-UDP, requires the existence of an ibaPDA-Interface-
S7-TCP/UDP license. For each active Request module, one S7-TCP/UDP connection
and one Request-S7-UDP connection are occupied.
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ibaPDA-Request-S7-UDP

General information

The ibaPDA-Request-S7-UDP interface is suitable for the measurement data acquisition
with random access over standard network cards via UDP. The measurement data are
sent actively from the controller to ibaPDA. For this purpose, several Request blocks
have to be integrated in the S7 program for each connection. These Request blocks
serve for sending the actual values of the S7 operands selected by the user within
ibaPDA cyclically for recording to ibaPDA. When modifying the signal selection, no
modifications in the S7 program are needed.

The signals to be measured are selected either by means of the absolute operand
address or by means of the symbolic name using the ibaPDA address book browser.
This browser allows accessing all defined symbols of the connected STEP 7 project.

When using the SIMATIC CFC editor on the same PC, the signals and connectors that
are to be measured can be configured via drag & drop from the control program.

SIMATIC S7

a
ibaPDA
‘II ks measuring data .-

# Ethernet UDP/IP l
h Ethernet TCP/IP

Request

—

Figure 1:  System topology

On side of the SIMATIC S7, a PROFINET interface integrated on the CPU can be used
as well as an additional Ethernet capable communication processor (e.g. CP343-1,
CPU343-1 LEAN, CP443-1, ...). The data volume that can be reached depends - besides
of many other factors - significantly on the selected interface. Generally, interfaces
integrated on the CPU are of a higher performance than communication processors, as
the connection via the backplane bus represents a performance shortage. Especially for
the modules of the S7-300 family, there are considerable shortages. For detailed
information, please see the Siemens device and system manuals.
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3.1.1

How does the symbolic Request work?

The S7-CPU generally works with operand addresses. This requires a mapping table
between symbols and operands to be created to enable the ibaPDA user to select
symbolic variables. When selecting a symbol, ibaPDA will simultaneously assign the
suitable operand addresses.

The mapping table of the symbols to the operand addresses - the address book - is
generated using the S7 address book generator that is integrated in ibaPDA.

One part of the address book (symbol table and data blocks) is generated by means of
direct evaluation of the STEP 7 project. When using SIMATIC CFC, the SCL code is
analyzed that is generated by the CFC Compiler. This SCL code is stored in the STEP 7
project in the "Sources" folder. One look at the SCL code shows that all temporary
calculation results at the connectors of the function blocks are stored in data blocks. The
address book generator uses this information to create the mapping between block
connectors and data blocks.

The browser integrated in the 1/0 Manager of ibaPDA then uses the address book to
select the signals.

Issue 1.3 @
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3.1.2

Maximum amount of data
For each module, the amount of data that can be transferred is limited by different factors:

1. Maximum telegram length

For each telegram and hence for each connection, a maximum of 1466 Bytes of user
data can be transferred.

2. Maximum number of pointers

The data to be transferred are defined by means of ANY pointers, which are transmitted
by ibaPDA to the controller. Operands which belong together (e.g. consecutive
addresses) are represented by a common pointer.

O Avaried number of pointers can be managed, depending on the size of the
REQ_DB. For S7-300, S7-400, WIinAC controllers, you can freely select the length:
5280 Bytes: up to 128 pointers
9120 Bytes: up to 512 pointers
14240 Bytes: up to 1024 pointers (maximum)

U For S7-1500 controllers, there is only one fixed length available:
9120 Bytes: up to 512 pointers

Example:

If you use a REQ_DB with a length of 9120 Bytes, you can use up to 512 pointers. These
pointers may occupy an address range of 1466 Bytes. If you want to acquire 512
distributed single bytes of operands, you will need all 512 pointers. Only 512 Bytes can
be acquired, although the maximum telegram length of 1466 Bytes has not been
reached, yet. In case all 512 Byte operands occupy consecutive addresses, you only
need one pointer. In this case, 511 pointers are still available. With these pointers, you
can address the remaining 1466 Bytes - 512 Bytes = 954 Bytes.

On the S7 Request-Info tab, under diagnostics, you can see the maximum telegram
length and the current maximum number of pointers.

? See Module diagnostics, page 58.
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3.2 Configuration and engineering SIMATIC S7
In the following, we describe the configuration and engineering on the SIMATIC S7 side.
You should distinguish whether this configuration is done with the SIMATIC Manager
(STEP 7 Version < V5) or with the SIMATIC TIA Portal (STEP 7 Version = V13).
3.21 Configuration and engineering SIMATIC S7-300, S7-400 and WinAC
On the SIMATIC side, generally the following configuration steps have to be carried out:
U Configuration software (STEP 7 V5):
Integration of the Request blocks in the S7 program
Q Configuration of the connection:
If a communication processor CP x43-1 is being used, a programmed connection
has to be configured in NetPro. When using a PN interface integrated on the CPU,
this step can be left out.
3.2.1.1 Description of the Request blocks
The communication between the S7 and ibaPDA is initialized and controlled with these
blocks.
One set of Request blocks has to be called for each Request module (connection) in
ibaPDA. The used blocks are part of the iba S7 library (see chapter iba S7 library, page
69).
Depending on the system configuration, different Request block combinations have to
be used:
CPU with
integrated PN
interface S7-300 CPU + S7-400 CPU + recommended
Request block or WinAC RTX CP343-1 CP443-1 call-up level
ibaREQ_M
(FB140) X X X OB1
ibaREQ_UDPact
(FB145) X X X OB3x
ibaREQ_UDPint
(FB146) X OB3x
ibaREQ_UDPext3 X 0B3
(FB147) X
ibaREQ_UDPext4 X 0B3
(FB148) X
ibaREQ_DB x X X
(DB15) i
ibaUDT_UDPact X X X
(UDT145) i
Table 2: Combinations of Request blocks
10 Issue 1.3 @
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The following blocks always have to be used:

Q

Q

ibaREQ_M (Management)

The block realizes the communication with ibaPDA. Ideally, the block is called in the
OBL1. This block has to be called separately in every system configuration for each
module in ibaPDA.

ibaREQ_UDPact (provides the current signal values)

This block provides the current signal values in the call up cycle. The block is called
internally in the blocks ibaREQ_UDPInt, ibaREQ_UDPext3, or ibaREQ_UDPext4.
This is why the block always has to be present in the project, but does not always
has to be called separately.

ibaREQ_DB (interface DB)
This DB serves as interface to ibaPDA and between the different Request blocks.

The following blocks are to be used depending on the S7 system configuration:

Q

Q

ibaREQ_UDPint
This block sends the provided current signal values via an integrated PN interface.

ibaREQ_UDPext3
This block sends the provided current signal values via an external communication
processor CP343-1.

ibaREQ_UDPext4
This block sends the provided current signal values via an external communication
processor CP443-1.

The blocks ibaREQ_UDPInt, ibaREQ_UDPext3 and ibaREQ_UDPext4 always have to
be used alternatively.

ibaREQ_M (FB140)

Description of the formal parameters:

Name Type Datatype Description

REQ_DB IN BLOCK_DB DB of the ibaPDA communication interface
ibaREQ_DB

RESET IN BOOL FALSE -> no reset performed (Standard)
TRUE -> reset performed

INP_RANGE IN INT Number of input bytes (evaluation only when
initializing),
0: automatic detection (recommended)

OUT_RANGE IN INT Number of output bytes (evaluation only when
initializing),
0: automatic detection (recommended)

MARKER_RANGE IN INT Number of marker bytes (evaluation only when
initializing),
0: automatic detection (recommended)

ERROR_STATUS ouT DWORD Internal error code

@ Issue 1.3 11
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The following SFCs are used internally:
Q SFC 20 (BLKMQOV)

Q SFC 21 (FILL)

Q SFC 24 (TEST_DB)

Q SFC 51 (RDSYSST)

Detailed description:

U REQ DB
Via this DB, the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

Length:

5280 Bytes : up to 128 Pointers (min.)
9120 Bytes : up to 512 Pointers

14240 Bytes : up to 1024 Pointers (max.)

Any other length within these limits is permitted. The number of usable pointers will be
evaluated according to the length.

O RESET
Serves for manually resetting the Request blocks. All Request blocks of a combination
are automatically reset together. Usually, the input does not have to be connected.

O INP_RANGE

Limits the number of input bytes to be measured.

For INP_RANGE = 0 the size of the available processor image of the inputs is determined
by the Request FB itself (recommended). The evaluation is performed only during the
initialization phase of the function block.

U OUT_RANGE

Limits the number of output bytes to be measured.

For OUT_RANGE = 0 the size of the available processor image of the outputs is
determined by the Request FB itself (recommended). The evaluation is performed only
during the initialization phase of the function block.

0 MARKER_RANGE

Limits the number of marker bytes to be measured.

For MARKER_RANGE = 0 the number of available markers is determined by the
Request FB itself (recommended). The evaluation is performed only during the
initialization phase of the function block.

O ERROR_STATUS
Internal error code of the block. If there is no error, the value O is issued.

2 For alist of all possible error codes, please see chapter Error codes of Request
blocks, page 96

12
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ibaREQ_UDPact (FB145)

Description of the formal parameters:

Name Type Datatype  Description

REQ_DB IN BLOCK_DB DB of the ibaPDA communication interface
ibaREQ_DB

Xchange INOUT UDT145 Interface for the calling block

ERROR_STATUS ouT WORD Internal error code

The following SFCs are used internally:
Q SFC 20 (BLKMOV)

Q SFC 21 (FILL)

Q SFC 36 (MSK_FLT)

Q SFC 37 (DMSK_FLT)

Detailed description:

U REQ_DB
Via this DB the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

U Xchange
Via the parameterized data range, the data are exchanged with the calling block.

O ERROR_STATUS
Internal error code of the block. If there is no error, the value O is issued.

2 For a list of all possible error codes, see chapter Error codes of Request blocks,
page 96

ibaREQ_UDPint (FB146)

Description of the formal parameters:

Name Type Datatype Description

REQ_DB IN BLOCK_DB DB of the ibaPDA communication interface
ibaREQ_DB

CON_ID IN INT Unique connection ID of the sending block
(TUSEND)

LOCAL_DEVICE_ID IN BYTE Device ID of the sending block (TUSEND)

LOCAL_PORT IN DINT Used local port number

RESET_CON IN BOOL FALSE -> no reset (Standard)
TRUE -> reset of the communication connection

ERROR_STATUS ouT WORD Internal error code

ERROR_TCON ouT WORD Error code connection setup of the TCON function
block

COUNT_TCON ouT WORD Counter attempts for connecting

ERROR_TSEND ouT WORD Error code of the sending block TUSEND

COUNT_TSEND ouT WORD Counter sent telegrams

LOST_SAMPLES ouT WORD Counter for lost measurement values

@ Issue 1.3 13
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The following SFCs are used internally:

Uy N Iy By

FB145 (ibaREQ_UDPact)
FB 65 (TCON)

FB 66 (TDISCON)

FB 67 (TUSEND)

SFB 4 (TON)

UDT 65 (TCON_PAR)

UDT 66 (TADDR_PAR)
UDT 145 (ibaUDT_UDPact)

Detailed description:

U REQ_DB
Via this DB the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

0 CON_ID
Unique reference to the connection to be set up. Corresponds to the parameter ID of the
Siemens standard block TCON.

O LOCAL_DEVICE_ID
ID of the used interface. Corresponds to the parameter local_device_id in the CONNECT
structure of the Siemens standard block TCON.

Value

B#16#01

Meaning

Communication via IE interface in interface slot 1 (IF1) with WinAC RTX
or an IM 151-8 PN/DP CPU

B#16#02

Communication through the integrated PROFINET interface of the CPU31x-2 PN/DP,
CPU314C-2 PN/DP and IM154-8 CPU.

B#16#03

Communication through the integrated PROFINET interface of the CPU319-3 PN/DP,
CPU315T-3 PN/DP, CPU317T-3 PN/DP, CPU317TF-3PN/DP.

B#16#04

Communication through SINUMERIK NCU7x0.2 PN with CPU319-3 PN/DP and
SINUMERIK NCU7x0.3PN with CPU317-2 PN/DP

B#16#05

Communication through the integrated PROFINET interface of the CPU412-2 PN, CPU414-
3 PN/DP, CPU416-3 PN/DP and CPU41x-5H PN/DP (Rack 0).

B#16#06

Communication via the IE interface in interface slot 2 (IF2) with WinAC RTX

B#16#08

Communication via the integrated PROFINET interface of the CPU410-5H (Rack 0)

B#16#0B

Communication via the IE interface in interface slot 3 (IF3) with WinAC RTX

B#16#0F

Communication via the IE interface in interface slot 4 (IF4) with WinAC RTX

B#16#15

Communication through the integrated PROFINET interface of the CPU 41x-5H PN/DP
(Rack 1).

B#16#18

Communication via the integrated PROFINET interface of the CPU 410-5H (Rack 1)

Table 3:

Valid values of the parameter LOCAL_DEVICE_ID

Other documentation

You

find more information under the following link

https://support.industry.siemens.com/cs/de/de/view/51339682/en:

14
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O LOCAL_PORT
Number of the locally used port.

U RESET_CON
Serves for manually resetting the communication connection.

U ERROR_STATUS
Internal error code of the block. If there is no error, the value O is issued.

2 For alist of all possible error codes, please see chapter Error codes of Request
blocks, page 96

U ERROR_TCON
Error code of connection setup. The standard error codes for the TCON function block
are output.

Ox8yyy errorcode of TCON block will be passed

0 COUNT_TCON
Counter for the attempts of connection setup. An increasing value indicates problems
when establishing the connection to the ibaPDA computer.

0 ERROR_TSEND
Error code when sending. The standard error codes of the TUSEND block are output.

Ox8yyy errorcode of TUSEND block will be passed

0 COUNT_TSEND
Counter for the sent telegrams. Usually, the counter is incremented continuously.

U LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be
sent to ibaPDA, as the previous send order has not been finished, yet. A continuously
rising value indicates a shortage in the communication performance.

Issue 1.3 15
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ibaREQ_UDPext3 (FB147)

Description of the formal parameters:

Name Type Datatype Description

REQ_DB IN Block_DB DB of the iba communication interface ibaREQ_DB

ID IN Int Connection ID of the connection configured in
NetPro

HW_LADDR IN Word Module starting address of the CP

ERROR_STATUS ouT |(Word Internal error code

ERROR_SEND ouT |(Word Error code of the send block AG_SEND

COUNT_SEND ouT |Word Telegram counter of the send block

LOST_SAMPLES OuUT |[WORD Counter for lost measurement values

The following SFCs are used internally:
Q FB145 (ibaREQ_UDPact)

Q FC5 (AG_SEND)

Q UDT 145 (ibaUDT_UDPact)

Detailed description:

0O REQ DB
Via this DB the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

a ID
Unique reference to the connection to be established. Has to match the ID used in
NetPro.

O HW_LADDR
Module starting address of the used CP. Has to match the LADDR used in NetPro.

U ERROR_STATUS
Internal error code of the block. If there is no error, the value 0 is output.

2 For alist of all possible error codes, please see chapter Error codes of Request
blocks, page 96.

U ERROR_SEND
Error code when sending. The standard error codes of the AG_SEND modules are
output.

Ox8yyy errorcode of AG_SEND block will be passed

O COUNT_SEND
Counter for the sent telegrams. Usually, the counter is incremented continuously.

U LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be
sent to ibaPDA, as the previous send order has not been finished, yet. A continuously
rising value indicates a shortage in the communication performance.
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ibaREQ_UDPext4 (FB148)

Description of the formal parameters:

Name Type Datatype Description

REQ_DB IN Block_DB DB of the ibaPDA communication interface
ibaREQ_DB

ID IN Int Connection ID of the connection configured in
NetPro

HW_LADDR IN Word Module starting address of the CP

ERROR_STATUS OuUT |Word Internal error code

ERROR_SEND OuUT |Word Error code of the send block AG_LSEND

COUNT_SEND OuUT |Word Telegram counter of the send block

LOST_SAMPLES OUT |WORD Counter for lost measurement values

The following SFCs are used internally
Q FB145 (ibaREQ_UDPact)

Q FC 50 (AG_LSEND)

Q UDT 145 (ibaUDT_UDPact)

Detailed description:

U REQ_DB
Via this DB, the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

a ID
Unique reference to the connection to be established. Has to match the ID used in
NetPro.

0 HW_LADDR
Module starting address of the used CP. Has to match the LADDR used in NetPro.

U ERROR_STATUS
Internal error code of the block. If there is no error, the value 0 is issued.

2 For alist of all possible error codes, please see chapter Error codes of Request
blocks, page 96.

0 ERROR_SEND
Error code when sending. The standard error codes of the AG_SEND block are issued.

The following error codes can be displayed:
Ox8yyy errorcode of AG_LSEND block will be passed

U COUNT_SEND
Counter for the sent telegrams. Usually, the counter is incremented continuously.

U LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be
sent to ibaPDA, as the previous send order has not been finished, yet. A continuously
rising value indicates a shortage in the communication performance.

@ Issue 1.3 17



ibaPDA-Request-S7-UDP ibaPDA-Request-S7-UDP

3.2.1.2 Configuration in STEP 7
In the following, we describe the configuration of the Request blocks in STEP 7 V5

Copy the required blocks from the iba S7 library (see chapter iba S7 library, page 69) to
the blocks folder of your STEP 7 project.

Important note

If the block numbers in your project are already occupied, assign new numbers to the
blocks from the iba S7 library when copying.

The blocks ibaREQ_UDPInt, ibaREQ_UDPext3 and ibaREQ_UDPext4 have to adapted
when

- for the block ibaREQ_UDPact another function block number than FB145 is used
- for the ibaUDT_UDPact data type another number than UDT145 is used

- for the Siemens function blocks of the standard library or the SIMATIC NET CP library
other numbers than the standard numbers are used. The relevant Siemens function
blocks are

= when using ibaREQ_UDPint (FB146):

TCON (FB65), TDISCON (FB66), TUSEND (FB67), TCON_PAR (UDT65),
TADDR_PAR (UDT66)

= when using ibaREQ_UDPext3 (FB147):

AG_SEND (FC5)

= when using ibaREQ_UDPext4 (FB148):

AG_LSEND (FC50)

For notes on the adaptation, see chapter Adaptation to the renumbered system
functions, page 80.

CPU S7-300/ S7-400 / WinAC with integrated PN interface
The following blocks are required:

ibaREQ_M (FB140)
ibaREQ_UDPact (FB145)
ibaREQ_UDPint (FB146)
ibaREQ_DB (DB15)
ibaUDT_UDPact (UDT145)

18
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For each Request module, the following steps have to be carried out:
1. Call the ibaREQ_M (FB140), preferably within the OB1

"IDB BEQ-M"
FB140
o _u:__ijt]:}:RE-é:bi: R
—EN
T -ibanEQ DBS12" —|REQ DB
M3B_0
"ibaBEQ-M RESET" —{RESET

0 =—{ INE_RENGE
0 —{OUT_RRENGE ERROR_STATUS [~
0 —{MRREER RRNGE ENO [~

2. Call the ibaREQ_UDPInt (FB146), preferably within a cyclic interrupt OB (OB3x)

OO
_':'_él:

"IDE BEQ-UDPint"

FBl14&
“date via en invernsl PN-Taverface
"ibaREQ UDPint"
— EN
ERROR STRTUS |-
ibaPBD —.T:;E;__is:—S' - ERROR TCON [
_r.:-a::aicea—;:_::a_:lau _la=g o= ——
1 —{CON_ID ERRDE TSEND |-
Bfl5§5 = LOCAT, DEVICE ID COUNT_TSEND |um
Lgzo0l —{LOCREL BORT LOST SREMELES |-

. am|RESET_CON

ENC

For each additional Request module:
Q

In the blocks folder, a data block ibaREQ_DB (DB15) has to be available for each

Request module. Copy the data block and assign a new unique DB number.

U Within the OB1, the ibaREQ_M (FB140) has to be called once more for each
Request module with a new DB number (input REQ_DB).

Q  Within a cyclic interrupt OB (OB3x), the ibaREQ_UDPInt (FB146) has to be called
for each Request module once more with the new DB number (input REQ_DB).

U Please consider that all instance data blocks have to be unique and that the values
for the CON_ID and LOCAL_PORT parameters are assigned uniquely.

Finish:

Q Load all function blocks into the S7-CPU and restart.

Issue 1.3
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CPU S7-300 with CP343-1
The following function blocks are required:

= ibaREQ M

= ibaREQ_UDPact
* ibaREQ_UDPext3
» ibaREQ_DB

ibaUDT_UDPact (UDT145)

ibaPDA-Request-S7-UDP

For each Request module, the following steps have to be carried out:

1. Configure a new connection in NetPro.

B2 NetPro - [STCLASSIC_UDP_REQ V0O [Network) -- \\iba-fue-data\SWS\..\STCLASSIC_UDP_REQ] = o
% Network Edit Inset PLC View Options Window Help _|=]x
el L) @8 &L BE ! we
Ethernet(1) L =
Industrial Ethernet
MPI(1) 1
MPI L4
1_CPU4x PN z_zuu_cp 3_CPU4x_CP
- CFU IMRIDR FN-ID [ UFIDF (N0 [CF PN i CFU IMFIDF 1FN-IO [CF  1FNCID)
r””” e ; il [ : 334 101 r||H|| 122 | ; s
! H PN/DP H Lean | N H H
F - = m i} mm ‘m
2 2 2 o

Tl

i

Local I Partner D Partner [Type

[ nsert New Connection

Active connection | Subnet
CuleN |

[l »

Download selected connections

.

Show/Hide Columns 3 .

Optimize Column Width -,

Display Columns...

Inserts a new connection in the connection table.

Realtek PCle GBE Family Controller. TCPIP.1

0 from 0 selected [Insert |Chg

2. Select the connection partner "unspecified" and connection type "UDP connection”.

e @=]

m

88 NetPro - [STCLASSIC_UDP_REQ (Network) -- \\iba-fue-data\SWS\..\S7CLASSIC_UDP_REQ]
B2 Network Edit Inset PLC View Options Window Help Insert New Connection (=)
- =] B &S BE N Connection Fartner
Ethernet(1) 1 E--{&] I the currsrt project
Industrial Ethemet =8 STELASSIC_UDP_RED
1_CPU4x PN
MPI(T) [l 3_CPU TP
MPI o | e
i [Unspecified)
For AlTbroadeast stations
L Bl ullicast stations
B9 Inunknown project
1_CPU4x PN Uax CP K|
5 CPU 'MFIDF |PN-I0 o PRe [or P * T
= | HE
! ' H Lean | A
i ‘m m [T m | %
2 2
Station |(Unspecitied)
Connection
Local D Partner ID Partner Type
Type: | LIDF connection
"
[ok | e Cancel | Help ‘
Ready Realtek PCle GBE Famnily Controller. TCPIP.L

0 from 0 selected [Insert [Chg

3. The automatically assigned function block parameter for the connection ID (ID) and
the hardware starting address (LADDR) are needed later in step 7.
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Properties - UDP connection

General Information

Local Endpaint

1D (hex): 0001 ADSD s
Name: |UDF‘ connection

Mia CP: |CF‘ 3431 Lean, PN-I0 (RO/S4)

Route...

Addresses |Op1|cns.\ Qverview | Status Information |

==

Block Parameters

|
1—ID q
W#1650100 —|LADDR

Cancel Help

ibaPDA-Request-S7-UDP

4. Enter the IP address of the ibaPDA computer as partner IP address and the
configured port number (standard: 4170) and select a unique local port number.

Properties - UDP connection

General Information

Ports from 1025 through 65535 are available
(For further ports, referto anline help)

Addresses | Opﬁcns“ Qverview | Status Information |

==

Local Remate
IP (dec): 192.168.50.87 [152 168.21.105
PORT (dzc): ||2DDD I 17

™ Address assignment in block

Cancel Help

5. The connection table of the CPU now displays the newly configured connection.

98 NetPro - [STCLASSIC_UDP_REQ (Network) -- \\iba-fue-data\SWS\.. \STCLASSIC_UDP_REQ] ol ===
%2 Network Edit Insert PLC View Options Window Help NEE
i =] B &L BE ! w
Ethernet(1) 1 I~
Industrial Ethernet
MPI(1) 3
MPI
1_CPU4x PN 2_CPU3x_CP 3 _CPU4x _CP
CPU L WFIDE FN-I0 [0 VFIUDF (FN-I0 [CP PN L CFU MFIDF [FN-O [CFIFN-I0
m 12 1 2421 1101 _F|”||| 4122 1 | 4421
PN/DP H Lean | FN L i i
mm ‘m mm '\
2 2
hocallD Parner D Padner Tuee Aciive connection | Supngl | g
0001 A0S0 UDP connection?  UDP connection - Ethernet(1) [E] -l (I
Ready Realtek PCle GBE Family Controller. TCPIP.1 1 from 1 selected [Insert [Chg
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6. Call of ibaREQ_M (FB140), preferably within the OB1.

FB140
1loakbklia— EQ'_EI_-;;:RE;;;I:_'zEIE__ bloc)
—|EN
"ibaREQ DE" —REQ DB
.. —{RESET
0 — INF_RANGE
0 —OUT_RANGE ERROR_STATUS [ _
0 —|MARKER RAENGE N0 [

7. Call of ibaREQ_UDPext3 (FB147), preferably within a cyclic interrupt OB (OB3x)

nR14aT

"IDE REQ-UDPext3™

FR147

ibePDR-BEequest—-57 block for sending

"ibaREQ UDPext3™

ZRROR_STATUS [

ERROR_SEND |=
"ibaRE{ DE" —BREQ DB COUNT_SEND =
1 =—ID LOST_SAMPLES [

WELE#100 —{HH_LADDE ENO |-

For each additional Request module:
Q In the blocks folder, one data block ibaREQ_DB (DB15) has to be available for each
Request module. Copy the data block and assign a new unique DB number.

Q Configure for each Request module a separate connection (steps 1-4). Assign
different local port numbers.

O Within the OB1 the ibaREQ_M (FB140) has to be called once more for each
Request module with a new DB number (input REQ_DB) (step 6).

Q  Within a cyclic interrupt alarm call OB (OB3x), the ibaREQ_UDPext3 (FB147) has
to be called once more for each Request module with the new DB number (input
REQ_DB) (step 7).

Q Please consider that all instance data blocks have to be unique and that the values
for the ID and HW_LADDR parameters are to be assigned uniquely.

Finish:
Q Load all function blocks into the S7-CPU and restart.
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CPU S7-400 with CP443-1
The following blocks are required:

= ibaREQ M

= ibaREQ_UDPact
» ibaREQ_UDPext4
» ibaREQ_DB

ibaUDT_UDPact (UDT145)

For each Request module, the following steps have to be carried out:

1. Configure a new connection in NetPro.

92 NetPro - [STCLASSIC_UDP_REQ_V0O (Metwark) -- \\iba-fue-data\SWS\..\STCLASSIC_UDP_REQ] = o=
2 Metwork Edit Inset PLC View Options  Window Help - |5 %
= M= B &8 Bl e
Ethernet(1) 1 -
Industrial Ethemet ‘
MPI(1) 1
MPI L
1_CPU4x PN 2 CPU3x_CP Udx_CP
i CPU MPIDP 'FN-I0 CFU MFIDF PN-IG [CF | FN- : CF FN-ID
L 4122 4 : B |7z ! 3431 101 F””” 4431 |
PN ' PN/DP | Lean | J
; ‘m i ] i .
2 2 -
n | 3
Partner D Type Active connection | Subnet

il >

IInsart New Connection Ctrl+N

Download selected connections

Show/Hide Columns 3
Optimize Column Width

Display Columns...

Inserts a new connection in the connection table. Realtek PCle GBE Family Controller TCPIP.1 0 from 0 selected Insert |Chg

2. Select the connection partner "unspecified" and connection type "UDP connection".

S8 NetPro - [STCLASSIC_UDP_REQ (Network) -- \\iba-fue-data\SWS\..\S7CLASSIC_UDP_REQ] [ = ez
B \ework Edit Inset PLC View Options Window Help Insert New Connection =)
=8 B S &8 & B 182 Connection Partner
E-{a] In the cunent project .
Ethemet(1) 1 :
i B8 S70LASSIC_UDP_RED
Industrial Ethermnet ! ‘% 1_CPU4x PN |
. R B CPU 4122PN
MPI(1) H g
MPI : -1 [Unspecified)

o B BroBGEB stations
&ll multicast stations
BB In unknown project

1_CPU4xPN 2 CPU3x_CP
] MFIDP L PR-I0 CFU_WMFIDF [FND [CF 1FN-
: H 1 e : 3121 lio £
! H PN/DP | | Lean |
m . ! m T E
2 2 .
Station: [{Unspecified)
Local D Fartner ID Partner Type Type: -
|
=
0K fpply Bares) | Help ‘
Ready Realtek PCle GBE Family Controller. TCPIP.L 0 from 0 selected [Insert [Chg
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ibaPDA-Request-S7-UDP

3. The automatically assigned function block parameters are needed later in step 7.

Properties - UDP connection @
General Information | Addresses | Options | Overview | Status Information |
Local Endpoint Block Parameters
T
1D fheze) 0001 ADSD [ 1—p
Name: ‘UDP connection2 WH1EHOFFE —ILADDR
Via CP: [CP 4431, PN-I0 (R0/S3)

Route...

Cancel Help

4. Enter the IP address of the ibaPDA computer as partner IP address and the
configured port number (standard: 4170) and select a unique local port number.

Properties - UDP connection

General Information

==

Addresses | Options | Overview | Status Information |

Ports from 1025 through 65535 are available.
(For further ports, referto online help)

Local

Remote

IP (dec): 1921625067 [152 16321105
PORT {dec): | [2000 | [s170]

™ Address assignment in block

Cancel Help

5. The connection table of the CPU now displays the newly configured connection.

S MetPro - [STCLASSIC_UDP_REQ (Network) -- \\iba-fue-data\SWS\,.\STCLASSIC_UDP_REQ] =nEc =<
9P Network Edit Inset PLC View Options Window Help BEE
= L= @8 &L Bl
Ethemet(1) L =
Industrial Ethernet
MPI(1) B
MPI
1_CPU4x PN 2_CPU3x_CP 3_CPU4x_CP
B TP WRIDR (PRI0 TR WP JFNIO [CF TPV it TF P10
r””” #1221 ; 1) e : 2431 lI0 r”H” PR
PN : PN/DP | H Lean | H
i) H=T— | ' ‘|
2 2 H
o i r
LocallD Bartner I Pariner Tvoe Active connection | Subnet |
[uuuw ADSD UDF connection2 | UDP connection 5 Ethernet(1) [E] -l |
Ready Realtek PCle GBE Family Controller. TCRIP.L 1from 1 selected [Insert [Chg
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6. Call the ibaREQ_M (FB140), preferably within the OB1.

FB140
1loalPlia—x EQ_E;;;:RE;;;;;E! ent oloc
—|EN
"ib;.'-‘.EQ_DE" —{EREQ DB
.. —{RESET
0 — INF_RANGE
0 —OUT_RANGE ERROR_STATUS [ _
0 —|MARKER RAENGE N0 [

7. Call the ibaREQ_UDPext4 (FB148), preferably in the context of a cyclic interrupt OB
(OB3x)

ERROR STARTUS |-

ZRROR SEND .

v _|REQ DB COUNT SEND - .

1 —ID LOST SAMPLES [ .
W§l6£FFB — HW_LADDE ENG |-

For each additional Request module:
4 In the blocks folder, one ibaREQ_DB (DB15) data block has to be available for each
Request module. Copy the data block and assign a new unique DB number.

Q Configure for each Request module a separate connection (steps 1-4). Assign
different local port numbers.

Q Within the OB1, the ibaREQ_M (FB140) has to be called once more for each
Request module with the new DB number (input REQ_DB) (step 6).

Q Within a cyclic interrupt OB (OB3x), the ibaREQ_UDPext4 (FB148) has to be called
once more for each Request module with a new DB number (input REQ_DB) (step
7).

Q Please consider that all instance data blocks have to be unique and that the values
for the parameters ID and HW_LADDR are assigned uniquely.

Finish:
O Load all function blocks into the S7-CPU and restart.
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3.2.2 Configuration SIMATIC S7-1500
Basically, the following configuration steps have to be carried out on the SIMATIC TIA
Portal side:
Q Configuration Software (STEP 7 =2V13 SP1):
Integration of the Request blocks in the S7 program
Q Device configuration:
Setting the CPU protection properties
3.2.2.1 Description of the Request blocks
With these blocks, the communication between the S7 and ibaPDA is initialized and
controlled. A set of Request blocks has to be called for each Request module
(connection).
The used blocks are part of the iba S7 library (see chapter iba S7 library, page 69).
S7-1500 CPU with S7-1500 CPU with
integrated PN CP1543-1 recommended
Request block interface or CM1542-1 call up level
ibaREQ_M « « OB1
(FB1400)
ibaREQ_UDP2 X x oB3
(FB1406) X
ibaREQ_UDPact X X 0B3
(1410) X
ibaREQ_UDP X x oB3
(FB1405) X
ibaREQ_DB X X
(DB15) i
ibaREQ_DB-Interface X X -
Table 4: Combination of Request blocks
Q ibaREQ_M (Management)
The block realizes the communication with ibaPDA. Ideally, the block is called in the
OB1.
Q ibaREQ_UDP?2 (provides and sends the current signal values)
The block provides the actual signal values in the send cycle. Ideally, the block is
called in a cyclic interrupt OB.
Q ibaREQ_UDPact
The block is used internally by ibaREQ_UDP2.
O ibaREQ_UDP
Similar function like ibaREQ_UDP?2. This block is available for backward
compatibility reasons. We recommend using the block ibaREQ_UDP2.
Q ibaRQ_DB (interface DB)
This DB serves as interface to ibaPDA and between the different Request blocks.
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ibaREQ_M (FB1400)

Description of the formal parameters:

Name Type Datatype Description

REQ_DB IN DB_ANY DB of the ibaPDA communication interface
ibaREQ_DB

RESET IN BOOL TRUE -> perform reset

CPU_HW_ID IN HW_IO Hardware ID of local CPU

ERROR_STATUS ouT WORD Error code

The following SIMATIC standard blocks are used internally:
O GET_IM_DATA (FB801)

Detailed description:

U REQ_DB
Via this DB, the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

The length of the data block is fix.

O RESET
Serves for manually resetting the Request blocks. All Request blocks of a combination
are automatically reset together. Usually, the parameter does not have to be connected.

a CPU_HW_ID
TIA Portal system constant, which refers to the corresponding CPU.

T4 Siemens - D:V0_SIMATIC\22_Beispiele_TIA_V13\S7TIA_PN_REQ_V13_SP2\S7TIA_PN_REQ_V13_5F2

Project Edit View Insert Online Options Tools Window Help
Gi (i soveproject @ M B B X D 5 M E R § Goonline 3 Gooffline f2 1. 0 o =il
S7TIA_PN_REQ V13 SP2 » S$7-1516 REQ-S7-PN [CPU 1516-3 PN/DP]
Devices ‘E Topology view ||ﬁE'h Network view |m'|‘ Device view L
0 © P FIE CEICE 2
~ | ] S7MA_PN_REQ_V13_SF2 IE‘
B Add new device
ﬁ%h Devices & networks - - - a
~ (5 57-1516 REQ-S7-PN [CPU 1516-3 PN/DP] s i s s 7 "
1Y Device configuration |
% Online & diagnostics ")
» lgl Frogram blocks
» [4 Technalogy ohjects
3 External source files
» [@ PLCtags
» [ PLC dats types < o ] s T+
b [55 Watch and force tables - —_—
v [ Online backups ‘g Properties ||"A-l Info i) ”ﬂ Diagnostics |
4 r\"' Traces General 10 tags System constants || Texts ‘
:wi ng.ram i Name Type Hardware identi. Comment
¥ [, Device proxydata FIF 29 Fip 20
'_7' FLC a.larms PIP 30 Pip 20
& Tealists PIP 31 Fip £
> i Local modules FIF OB Servo Fip 32768
r\’" Em[De=tabared/lo OB_Cyclic interrupt 10ms OB_Cyclic 30
D Ii" Comuon dafa : OB_Main 0B_PCYCLE 1
' Em Documentation settings 0OB_Cyclic interrupt 0B_Cyclic 31
r\’ LAplCa nquagesiales ources Local~MC Hw_SubModule 51
D rfm Sl FETEES Local~Common Hw_SubModule 50
b L~z e alanll 2 s Local~Device Hw_Device 32
Local~Configuration Hw_SubModule 33
Local~Display Hw_Subhodule 54
c H Subllodyle 2
Local Hw_SubModule 49
Cca T INerace_T W TNienace B0
Local~FROFINET interface_1 Hw_Interface 64
Local~PROFINET interface_2 Hw_Interface 72
Local~PROFINET_interface_1~Pori_1 Hw_Interface 65 =
Local~PROFINET interface_1~Port_2 Hw_Interface 66
Local~PROFINET interface_Z~Port_1 Hw_Interface 73
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O ERROR_STATUS
Internal error code of the block. If there is no error, the value O is issued.

ibaPDA-Request-S7-UDP

2 For alist of all possible error codes, see chapter Error codes of Request blocks,

page 96.

ibaREQ_UDP2 (FB1406)

Description of the formal parameters:

Name Type Datatype Description

INTERFACE_ID IN HW_ANY Hardware identifier of the used interface

CON_ID IN CONN_OUC Unique connection ID of the send block (TSEND_C)

LOCAL_PORT IN UINT Local port number

RESET_CON IN BOOL TRUE -> reset of the communication connection

REQ_DB INOUT |DB_ANY DB of the ibaPDA communication interface
ibaREQ_DB

ERROR_STATUS ouT WORD Internal error code

LOST_SAMPLES ouT UNIT Counter for lost measurement values

The following SIMATIC standard blocks are used internally:

0 TCON
O TUSEND
O TDISCON

Detailed description:

U INTERFACE_ID

Hardware identifier of the used interface.
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O

Tip

You find the hardware identifier of the marked interface under Properties - General -
Hardware identifier.

T4 Siemens - D:\20_ProjektelibaPDA-Request-57\TestitestTIA1516_REQ_DP_PN_UDP\testTIA1516_REQ_DP_PN_UDP

Project  Edit View Insert Online Options Tools Window Help Totally Integrated Automation
G (HE sveproject @ X 02 X e B0 E R S coonine iF cooiiine fp BB x = 1] PORTAL
testTIA1516_REQ_DP_PN_UDP » CPU1516_REQ_TEST [CPU 1516-3 PN/DP]
Devices ‘E'? Topology view \lg_gh Network view ||ﬁ‘|‘ Device view LE‘M
M =
: ) FEACERT =W B
ET-1) EEIE e EIEHEER = [PE
& §
= [ ] testTA1516_REQ_DP_PN_UDP o £l
[ Add new device o8 w 8
oy Devices & networks & & S
~ [ CPU1516_REQ_TEST[CPU 1516-3 PN/DP] & & E
[IY pevice configuration - -
'] online & diagnostics. e
» [l Frogram blocks 0 1 2 3 2 5 6 7 e
» [ Technology objects profilschiene_0 re B
» i External source files - g
~ [3 PLCtags e B
%5 Show all tags il
I’ Add newtag 1able =
v ? e
2 Stendard-Variablentabelle [93] pr]
» [ig PLC data types =
» (5 Wiatch and force tables 3
» [ig Online backups |
v [ Traces L
5§ Program info =
» [, Device prowy dats 2
2 PLCalarms (<] 100% v e
] Text lists = 7 = =
r?“ e = |g Properties ||‘_.J, Info H 1% Diagnostics ‘ —
» [ Local modules
» [§ Distibuted li0 J General H 10 tags H System constants H Texts |
» [gi Common dsta General —
» [5]) Decumentation settings Ethernet addresses (T r it
» [@ Languages & resources Time synchronizstion Hardware identifier
» [ Online access » Advanced optiens "
» (i Card Reader/USE memory Web server access Hardware identifier:
| Hardware \dsrmﬁsrl r
? | Details view < [ >
73 overview Hy CPU1516_RE__.

The hardware identifier could be configured as a numerical value or as a system
constant of the type Hw_lInterface. You find the system constant under Properties -
System constants. Always the system constant of the interface and not of a port, or of
the 10 system is to be used.

|§Properties ||"j.'.|nfo y"ﬁ Diagnostics

| General || 10 tags I System constants I Texts |
Mame Type Hardware identi. Comment
I Local~PROFINET-Schnittstelle_2 Hw_Interface 72
Local~FROFINET-5chnintstelle_2~Fort_1 Hw_Interface 73

0 CON_ID
Unique reference to the connection to be set up, value range: 1 to 4095.

U LOCAL_PORT
Number of the locally used port

O RESET_CON
Serves for manually resetting the communication connection.

U REQ_DB
Via this DB, the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

U ERROR_STATUS
Internal error code of the block. If there is no error, the value 0 will be issued.

2 For alist of all possible error codes, see chapter Error codes of Request blocks,
page 96
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U LOST_SAMPLES

ibaPDA-Request-S7-UDP

The counter is incremented with every call of the block if no new UDP telegram can be
sent to ibaPDA, as the previous send order has not been finished, yet. A continuously
rising value indicates a shortage in the communication performance.

ibaREQ_UDP (FB1405)

Description of the formal parameters:

Name Type Datatype Description

INTERFACE_ID IN HW_ANY Hardware identifier of the used interface

CON_ID IN CONN_OUC Unique connection ID of the send block (TSEND_C)

LOCAL_PORT IN UINT Local port number

RESET_CON IN BOOL TRUE -> reset of the communication connection

REQ_DB INOUT |DB_ANY DB of the ibaPDA communication interface
ibaREQ_DB

ERROR_STATUS ouT WORD Internal error code

ERROR_TSEND ouT WORD Error code send block

Error code send block | OUT WORD Telegram counter of the send block

LOST_SAMPLES ouT UNIT Counter for lost measurement values

The following SIMATIC standard blocks are used internally:

Q TSEND_C (FB1030)

Detailed description:
O INTERFACE_ID

Hardware identifier of the used interface.
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O

Tip

You find the hardware identifier of the marked interface under Properties - General -
Hardware identifier.

T4 Siemens - D:\20_ProjektelibaPDA-Request-57\TestitestTIA1516_REQ_DP_PN_UDP\testTIA1516_REQ_DP_PN_UDP

Project  Edit View Insert Online Options Tools Window Help Totally Integrated Automation
G (HE sveproject @ X 02 X e B0 E R S coonine iF cooiiine fp BB x = 1] PORTAL
testTIA1516_REQ_DP_PN_UDP » CPU1516_REQ_TEST [CPU 1516-3 PN/DP]
Devices ‘E'? Topology view \lg_gh Network view ||ﬁ‘|‘ Device view LE‘M
M =
: ) FEACERT =W B
ET-1) EEIE e EIEHEER = [PE
& §
= [ ] testTA1516_REQ_DP_PN_UDP o £l
[ Add new device o8 w 8
oy Devices & networks & & S
~ [ CPU1516_REQ_TEST[CPU 1516-3 PN/DP] & & E
[IY pevice configuration - -
'] online & diagnostics. e
» [l Frogram blocks 0 1 2 3 2 5 6 7 e
» [ Technology objects profilschiene_0 re B
» i External source files - g
~ [3 PLCtags e B
%5 Show all tags il
I’ Add newtag 1able =
v ? e
2 Stendard-Variablentabelle [93] pr]
» [ig PLC data types =
» (5 Wiatch and force tables 3
» [ig Online backups |
v [ Traces L
5§ Program info =
» [, Device prowy dats 2
2 PLCalarms (<] 100% v e
] Text lists = 7 = =
r?“ e = |g Properties ||‘_.J, Info H 1% Diagnostics ‘ —
» [ Local modules
» [§ Distibuted li0 J General H 10 tags H System constants H Texts |
» [gi Common dsta General —
» [5]) Decumentation settings Ethernet addresses (T r it
» [@ Languages & resources Time synchronizstion Hardware identifier
» [ Online access » Advanced optiens "
» (i Card Reader/USE memory Web server access Hardware identifier:
| Hardware \dsrmﬁsrl r
? | Details view < [ >
73 overview Hy CPU1516_RE__.

The hardware identifier could be configured as a numerical value or as a system
constant of the type Hw_lInterface. You find the system constant under Properties -
System constants. Always the system constant of the interface and not of a port, or of
the 10 system is to be used.

|§Properties ||"j.'.|nfo y"ﬁ Diagnostics

| General || 10 tags I System constants I Texts |
Mame Type Hardware identi. Comment
I Local~PROFINET-Schnittstelle_2 Hw_Interface 72
Local~FROFINET-5chnintstelle_2~Fort_1 Hw_Interface 73

0 CON_ID
Unique reference to the connection to be set up, value range: 1 to 4095.

U LOCAL_PORT
Number of the locally used port

O RESET_CON
Serves for manually resetting the communication connection.

U REQ_DB
Via this DB, the data are exchanged with ibaPDA. For all Request blocks belonging
together, the identical DB has to be configured.

U ERROR_STATUS
Internal error code of the block. If there is no error, the value 0 will be issued.

2 For alist of all possible error codes, see chapter Error codes of Request blocks,
page 96
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0 ERROR_TSEND
Error code when sending

Standard error codes of the TSEND_C block are issued.
Ox8yyy errorcode of TSEND_C block will be passed

U LOST_SAMPLES

The counter is incremented with every call of the block if no new UDP telegram can be
sent to ibaPDA, as the previous send order has not been finished, yet. A continuously
rising value indicates a shortage in the communication performance.

3.2.2.2 Configuration in STEP 7

In the following, we describe the configuration of the Request blocks in STEP 7 = V13
SP1.

Copy the required blocks from the iba S7 library (see chapter iba S7 library, page 69) to
the blocks folder of your STEP 7 project.

The following blocks are required:
* ibaREQ_M (FB1400)
» ibaREQ_UDP2 (FB1406)
» ibaREQ_UDPact (FB1410)
» ibaREQ_DB (DB15)
= ibaREQ_DB-Interface (PLC data type)

For each Request module, the following steps have to be carried out:
1. Call the ibaREQ_M (FB1400) preferably within the OB1

“WB1400
"ibaREQ_M_DE"
WB1400
“ibaREQ_M"
== EN
false — RESET
UDB15 ERROR_STATUS
"ibsREQ_DE" — REQ_DE ENO —

2. Enable "Retain" for the complete instance block, you have just created.
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4 Siemens - D:W0_SIMATIC\20_Beispiele\S7TIA_PN_REQ_V13_SP1\S7TIA_PN_REQ_V13_SP1

Project Edit View Insert Online Options Teols Window Help
Gf (3 saveproject & ¥ 22 2 X D i: MG DR S coonline @ coofiine o (A I % ]
STTIA_PN_REQ_V13_SP1 » §7-1516 REQ-57-PN [CPU 1516-3 PN/DP] » Program blocks » ibaREQ_M_DB [DB1400]

Devices

HO O HR|s#s bE FeeoaE BT
ibaREQ_M DB
~ | ] S7TA_PN_REQ_V13_SP1 Name Data type Offset Start value Retain Accessiblef.. Visiblein . Setpoint
i Add new device 1 <@ ¥ Input

2, Devices & networks 2 la=  ResET LBoal 0.0 false =]

~ (3 $7-1516 REQ-S7-PN [CPU 1516-3 PN/DP] 3 @ ~ output
[If Device configuration = ERROR_STATUS Word 20 620 =]
5 4 v Inout

X
®

| Gnline & diagnostics

4
5
+ [ Program blocks 5 lanm  ReQDB *ibaREQ_DBnterfa... 4.0
B¢ Add new block 7 |l > static
W Cyelic interrupt 1ms [0B31] & 4m = » EXPERT Struct 100 =]
4 Cyclic interrupt 10ms [0B30] 9 o= sIDEinitialized Bool 120 false =]
& Main [0B1] 10 | = sOperandsinvalid Bool 121 false (=]
4 ibaSignalgenerator [FC99] 114@m=  siMDataValid gool 122 false =]
28 ibaREQ_M[FB1400] 12 @ = sOk Bool 123 false =]
28 ibaREQ_PN [FB1401] 13 <@ = b SGETIM_DATA Get_IM_Data
@ Demo [DB100] 14 |€m = b SIMDATA Amay{0.53] ofByte  14.0 ™
@ ibaREQ_DB [DB15] 15 qq = sAdrOFList Dint 68.0 =]
16 <@ = cDBAddr_PDAZS7 Int 720 ~
P lilae ¢DBAddr_S72PDA Int 740 (=]
3§ BeREQ_MDE_T [DETA02] 18|4m = cDBAddr Xchange Int 76.0 =]
4§ ibaREQ_PN_DB [DB1401] 19)q = cDBAddr_Ops Int 780 =]
4§ 1baREQ_FN_DEB_1 [DB1403] 20/ = cDBAddr_sctval Int 80.0 =]
b [ System blocks 21 |la = cMaxDataLength Ulnt §2.0 =]
» [ Technology objects 20 4m =  sREQ_AnzOperandenl.. Int 84.0 =]
» i Extemal source fles 35 la s SREQ_AnzOperandenl... Int 86.0 =]

3. Call the ibaREQ_UDP2 (FB1406), preferably within a cyclic interrupt OB (OB3x)

%DB1405
*ibaREQ_UDPZ_
DB"
YFB1406
“ibaREQ_LDP2"

. —EM

72
“Local~FROFINET_
interface_2" — |NTERFACE_ID

COMN_ID
2001 LOCAL_PORT ERROR_STATUS
false == RESET_CON ERROR_TSEND

YDB15 LOST_SAMPLES

“ibaREQ_DB" — REQ_DE EMND —

For each additional Request module:
U In the blocks folder, an ibaREQ_DB (DB15) has to be available for each Request
module. Copy the data block and assign a new unique DB number.

U Within the OB1, the ibaREQ_M (FB1400) has to be called for each Request module
with the new DB number once more.

O Within a cyclic interrupt (OB3x), the ibaREQ_UDP2 (FB1406) has to be called for
each Request module with the new DB number once more.

Q Please consider that all instance data blocks have to be unique and that the values
for the CON_ID and LOCAL_PORT parameters are assigned uniquely.

Finish:
O Load all blocks into the S7-CPU and restart.
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3.2.2.3 Device configuration
The following settings have to be done in the device configuration of the CPU:

T4 Siemens -

Project Edit Miew Insert Online Options Tools Window Help

F A saveproject & X EH g X D D MER

Project tree

Devices
"

Mame
~ | ] 57TA_UDP_REQ
B Add new device
i Devices & netwarks
~ [ PLC_1 [CPU 1516-3 PN/DP]
m Device configuration |
l_ﬂ Online & diagnostics
» r:;:: Pragram blocks

Figure 2:  Device configuration

1. Disable ibaREQ_ DB (DB15) Properties — Attributes — Optimized block access

ibaPDA-DB-plain [DB15]

General

General )
Attributes

Information

Time stamps
Compilation [ onlystore in load memary
Protection
Attributes

[ Data block write-protected in the device

| ["] optimized black access

T = T &7

<] i [2]

r oK 1 | Cancel |
____________________________________________________________________________|
When using the connection mode TCP/IP (not TCP/IP S7-1x00) with S7-1500 CPUs, the
following settings at the device configuration have to be made in addition:

2. Properties — General — Protection — Connection mechanisms: Permit access with
PUT/GET communication
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General || 10 tags ‘l System constants || Texts

||gProperties |||i.‘.ll1fo y‘lﬂDiagnosti:s |

~ General
Projectinformation
Catalog information
Identification & Maintenance
} PROFINETinterface [X1]
} PROFINETinterface [X2]
} DPinterface [X3]
Startup
Cycle
Communication load
System and clock memory
» System diagnostics
b WVieb server
} Display
Userinterface languages

ystem power supply

Configuration control
Connection resources
Overview of addresses

Protection

Access level

select the access level for the PLC.

Access level

@ Full access (no protection)
(O) Read access
() HMI access

() No access (complete protection)

Full access (no protection):

444

Access Access permi...

Read Virite Password

v v [=]
v

TiAPortal users and HMI applications will have access to all functions.

No password is required.

Connection mechanisms

[¥] Permit access with PUTGET communication from remote partner (PLC, HMI, OFC. ..)

Access protection S7-1500
An access protection can be enabled for an S7-1500 CPU. The following dependancies

on ibaPDA apply:

Access level

Full access (no
protection)

CPU access

HMI, read, write

ibaPDA reads

S7-Request

symbolic from CPU access

OK

OK

Read access

HMI, read

OK

OK

HMI access

HMI

No

OK

No access

(complete protection)

No

No

Table 5: Access protection for S7-1500

Important note

The configuration of the UDP connection is carried out program-controlled in the
Request block. It is not allowed to configure manually a UDP connection and use it for

this purpose.
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3.3 Configuration and engineering ibaPDA
3.3.1 General interface settings
The interface ibaPDA-Interface-S7-TCP/UDP is configured in the ibaPDA "I/O Manager".
If all system requirements are met, the "S7 TCP/UDP" data interface is displayed in the
interface tree. ibaPDA-Request-S7-UDP is a module ("S7 Request") of this interface.
rﬂﬁ iba [/JO Manager e - - [_I_I_JEI i:?-w
DEEHEAD- Eardware Groups Technostring Outputs
: ; ™ Properties
Port no. : 4170 = [ Reset port to default ] [ Allow port through firewsall ]
TCPPot:  BK UDPPot: B ( Reset statistics |
|| e e e e Gomee Swoe wese e
0 ? ? ? ? ? ? ? ?
1 ? ? ? ? ? ? ? ?
2 ? ? ? ? ? ? ? ?
3 ? ? ? ? ? ? ? ?
4 ? ? 7 ? ? ? ? ?
5 7 2 ? oy oy 7 2 ? -~
TTTTTTTTTTTTTTTITT T TTTITTTIITTT
|D zis 51|2 ?E|;B 1D|24 12|sn 15|35 1.T|92 ::|: 0 [ ok J[ sy J[ Cancd
Figure 3: Interface in the I/O Manager
The interface has the following functions and configuration options:
U Port-no.
Port used on side of the PC
The port no. has to be used identically in the S7 connection configuration.
By means of <Reset port to default>, the setting can be reset under "Port No." to the
default setting.
Via <Allow port through firewall>, the Firewall exceptions can be reactivated. This might
be necessary e.g. after a modification of the Port no. The settings are defined as default
already in course of the installation.
With <Reset statistics>, you can reset the counter.
In the table, all active connections are entered.
With a double-click on a row, you jump to the configuration of the corresponding module.
Other documentation
For more information about the interface ibaPDA-Interface-S7-TCP/UDP, see the
corresponding manual.
2 For information about the connection diagnostics, see the chapter Diagnostics,
page 65.
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3.3.2 Add module

Add a module by clicking below the interface. Select the desired module type and click
on <OK>.

-

iba /0 Manager

ODEEEAD- Groups Technostring  Outputs
98§ OFC

E}%L A7 TLEAINE Froperties
I B Click to add moduls ...
[ P Port no. 4170 = [ Feset port to default ] [ £
E':;:'pped TcPPot KN UDPPot NN .
i Add module [==a |
i
Mame

Module type :

=57 TCP/UDP Geneiic
4=57 TCP/UDF Integer
S=c7 TCEAINE Beal

57 UDP Fequest

57 UDP Request Decoder

[ Ok ] [ Canhcel
Figure 4:  Add module
Module name Description
S7 UDP Request Request module for a max. of 1024 analog and 1024

digital signals.

S7 UDP Request Decoder Request module for a max. of 11728 signals which are
transmitted as 733 words (1466 Byte).

Table 6: Module overview of the Request-S7-UDP interface
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3.3.3 General module settings
All modules have the following common setting options:
[JH F ~ i
General ‘;‘l Connection | Analog I Digital | < Diagnostics
4 Basic
kodule Type 57 UDP Request
Locked Falze
Enabled True
M ame 57 UDP Request
bodule Mo, 0
Timebasze 10 ms
Ilze name as prefix Falze
4 Connection
b odule Index 200
Auto enable/dizable Falze
4 Module Layout
Mo, analog signals 32
Mo, digital signalz 32
a 57
CPU Mame [®] Mo addressbook
Hame
The name of the module.
Select 57 operands
tanage addressbooks
Figure 5:  General module settings
Basic settings
U Module type (read only)
Display of the module type
U Locked
A module can be locked for preventing accidental or unauthorized changes of the module
settings.
U Enabled
Disabled modules are excluded from signal acquisition.
0 Name
Here, the clear text name of the module designation has to be entered.
U Module No.
Consecutive number that is assigned by ibaPDA in ascending order and can be changed
by the user. This number serves to identify signals uniquely, e.g. in expressions and
ibaAnalyzer.
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3.34

U Timebase
All signals of this module are acquired with this timebase.

U Use name as prefix
Puts the module name in front of the signal name.

Module Layout

U No of analog/digital signals

Defines the number of configurable analog/digital signals in the signal tables. A maximum
of 1024 signals for each are allowed.

S7

U CPU Name
Select the S7-CPU that is connected to this module. When selecting a S7-CPU, you can
select the signals symbolically. Otherwise, the signals are selected via the S7 operand.

This requires that address books have already been generated. Otherwise, the selection
list is empty. When clicking in the selection list on ,Create address book...", you get
directly to the address book generator (see chapter Selection via the operand symbols).

Connection

U Module index (read only)
Internal reference number of the module

U Auto enable/disable

If TRUE, the acquisition is started even when no connection to the S7-CPU can be
established. The module is disabled. During the acquisition, ibaPDA tries to reconnect
to the S7-CPU. If the connection can be established successfully, the acquisition is
restarted.

If FALSE, the acquisition is not started, in case no connection could be established to
the configured CPU.

Connection settings
On the Connection tab, the connection to the controller is configured.

The following controllers, connection modes and selection methods are supported:

Controller Connection mode
TCP/IP PC/CP TCP/IP S7-1x00
S7-300 X X
S7-400 X X
S7-1500 X X
Table 7: Possible connections

Depending on the connection mode different settings have to be made.
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3.3.4.1 Connection mode TCP/IP

This mode activates a connection via the standard network interface of the PC.

Plx i = 1

General bﬁ[lnnnecliun v Analog 1 Digital | 5 Diagnostics

Connection

Connection mode: Connection bppe: [PG connection - Timeout [} |15 =
Address:  192.16B50.99 Rack: S N T
[ Activate 57 routing

DE: 15 =

CPUMame: & Moaddressbook - Dietect 57 regtart [Thiz applies to all 57 request modules)
|

Figure 6:  Connection configuration TCP/IP

U CPU Name
Selection of the linked address book

Q Connection mode
Selection of the TCP/IP connection mode

O Timeout
Timeout of the connection

U Connection type
Selection of the connection type PG, OP or other connections (determines which type of
connection resource is occupied on the CPU)

U Address
IP address of the controller

U Rack
Rack number of the controller (default: 0)

Q Slot
Number of the slot of the controller in the rack
(for S7-1500 CPUs: 0)
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O Test

ibaPDA-Request-S7-UDP

Connection test to the CPU and available diagnostic data are issued

iba [0 Manager

i Click to add module
B8 Unmapped

A 5 B I 21 3 - || Hardware | Groups  Technostring  Outputs

o 5 [m]

[ Activate 57 routing
DB 15

+-4k General
28§ OPC

E
) 57 TCR/UDP

?f: 57 LIDP Request (0] General }Conneclim W Analog | [ Digital | 4@ Diagnostics

i Click to add module Connection

Ay . PE— —
J;I.I’ Plaphack Connection mode: TCFR/P - PG connection - Timeout [z (15 =
=+ e Wirtual

e e Vittual 1) Address 1921685095 =

CPUMame: @& Mo addressbook +

Detect 57 restart [This applies ta all 57 request madules)

Connection establizhed

MLFENrof PLC is: 6EST 412-2EK0E-0ABD
FLL status: UN

Cycle limes: Actual 1 ms Min 1 ms
FReading DE15

DE id: ibaREQ-57-M
DB wersion: 1.0.0.0

FB version: 1.000

DB length: 120

I a. pointers: 512

bl &, data bytes: 1466

Hiaf version: 1]

Total memory size: 1072432

DB memary size: 528384

DB uzed size: 15250

Code memory size 544048

Code uged size: 29416

Mo, inputs: 128

Mo. outputs: 128

Mo, markers: 4096

Mo, timers: 2048

Mo, counters 2048

1/0 space: 4096

Local datasize: 4096

Figure 7:  Connection test/ diagnostic data

Tip
Error message "DB xx is not a valid request DB ..."
Please check if...

= The request block has been loaded into the CPU

= The right DB number has been configured on the request block
= The request block is called in the program

= Possibly, the DB is written from another position

O Activate S7 routing (see also chapter S7 routing, page 86):

Activate this option, if the S7-CPU and the ibaPDA-PC are not in the same network, but
only communicate over a gateway that supports S7 routing. Such a gateway can be e. g.
an |IE/PB link, over which a S7-CPU can be reached without an Ethernet connection.

Two additional input fields appear:
= Address of the device acting as gateway: Enter the IP address of the Gateway
= S7 Subnet ID of target net: Enter subnet-ID from STEP 7 NetPro

U Detect S7 restart:

The current request configuration is stored in a data block on the CPU. In case the
"Detect S7 restart" option is enabled, ibaPDA can detect if this data block has been
deleted or overwritten, e. g. as a result of loading the offline program or due to a cold
restart and will restart the data acquisition. The configuration data are transferred again.
This does not affect a warm restart of the CPU.
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Note

Port 102 in the firewall must be released for the communication with the CPU for signal
request.

Connection mode PC/CP

This mode activates a connection over the interface card of the PC, which is configured
using SIMATIC Net.

The interfaces configured in SIMATIC Net can be used, e. g.:
= MPI adapter (COM)

MPI adapter (USB)

PROFIBUS (CP5611)

TCPIP (RFC1005)

Note

If you want to use this connection type, the Siemens software SIMATIC Net (e.g.
SIMATIC Manager or Softnet) has to be installed. When using the modules CP55...,
CP56... and the MPI adapter, the installation of the device drivers will be sufficient.

D Ra
r R E ]

General ‘j[lnnnecliun v Analog 1 Digital | 5 Diagnostics

Connection

Connection mode: PC/CF - Connection type: [F'G cohnection v] Tirmeout [} |15 =

Access point for applications: - l Configure PG/PC interface l
Address: 192.168.50.95 Fack: 0 = Slat: a <
[] Activate 57 routing

DB: 15 =

CPU Mame: & Mo addressbook  w Detect 57 restart [This applies to all 57 request modules)

Figure 8:  Connection configuration PC/CP

O CPU Name
Selection of the linked address book

U Connection mode
Selection of the PC/CP connection mode

U Connection type
Selection of the connection type PG, OP or other connections (determines which type of
connection resource is occupied on the CPU)

O Timeout
Timeout of the connection
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i

U Access point for applications
Selection of the access point that is to be used

2 For notes on creating and adapting an access point, see Setting PG/PC interface /
defining new access point, page 82

Pl ; s I
General 94‘ Connection| " Analog I Digital | <& Diagnostics
Connection
Connection mode: FL/ACF - Cannection type: [F'G connechion v] Timeout ] |15 =
Arcess point for applications: ibaTCP =» TCE/IF -» Intel[R] PROA000 PL M.... ll] [ Configure PG/PC interface ]
ibaFLCSIM =» PLCSIM[TCFAF -
Addess: 1921685030  peye e S T -
[ Activate 57 routing SYOMLIME =» TCPAP <> Intel[R] PROA0OO0FPLM....
DE: 15 =
CPU Mame: & Mo addreszbook - Detect 57 restart [This applies to all 57 request modules)

Figure 9:  Select access point

Note

The access points that are available under SIMATIC Net are configured using the
Siemens tool
"PG/PC interface settings".

In case ibaPDA-Request-S7-UDP and SIMATIC Manager run on the same computer,
iba recommends configuring a special access point for ibaPDA for the connection
between ibaPDA-Request-S7-UDP and SIMATIC S7 via PC/CP connections. A
separate access point for ibaPDA-Request-S7-UDP prevents the risk that access for
ibaPDA is impaired when changing the standard access point in the SIMATIC Manager.

U Configure PG/PC interface
Opens the dialog box for setting the PG/PC interface of SIMATIC STEP 7

O Address
Address of the controller (MPIl, PROFIBUS or IP address depending on the configured
access point)

U Rack
Rack number of the controller (default: 0)

O Slot
Number of the slot of the controller in the rack
(for S7-1500 CPUs: 0)
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U Test

ibaPDA-Request-S7-UDP

A connection test to the CPU is performed and available diagnostic data are issued.

Connection

Connection mode:

General Hs’l[iunnecliun v Analog 1 Digital | <3 Diagnostice

PC/CF hd

Aocess point for applications:

15 =

-

PG connection -

Connection ype; Timeaut [z):

ibaTCP = TCPAF -» Intel(R) PROA000 PLM... Configure PG/PC interface J

Address: 192.168.50.95 Rack: 1] = Slat: 0 =
7] Activate 57 routing
DB: 15 =
CPU Mame: & Mo addressbook - Detect 57 restart [This applies to all 57 request modules)
Connection established
MLFBMr of PLC iz BESF 412-2EK0G-0ABD
PLC stabus: RUN
Cycle times: Actual 1 ms Min 1 ms Max 2 ms
Reading DE1S
DB id: ihaREQ-57-M
DB wersion: 1.0.0.0
FE wersion: 1.0.0.0
DE length: 9120
M ax. pointers: 52
Maw. data bytes: 1466
Hw wersion: o
Total memory size: 1072432
DE memary size: 528384
DE used size: 15250
Code memory size: 544048
Code used size: 29416
Mo, inputs: 128
Mo, outputs: 128
Mo, markers: 4036
Mo, timers: 2048
Mo, counters: 2048
1/0 space: 4096
Local datasize: 4036

Figure 10: Connection test/ diagnostic data

Tip

O

Error message "DB xx is not a valid request DB ..."
Please check if...

» The request block has been loaded into the CPU

= The right DB number has been configured on the request block
= The request block is called in the program

= Possibly, the DB is written from another position

U Activate S7 routing (see also chapter S7 routing, page 86):

Activate this option, if the S7-CPU and the ibaPDA-PC are not in the same network, but
only communicate over a gateway that supports S7 routing. Such a gateway can be e. g.

an IE/PB link, over which a S7-CPU can be reached without an Ethernet connection.

Two additional input fields appear:

- Address of the device acting as gateway: Enter the IP address of the Gateway

- S7 Subnet ID of target net: Enter subnet-ID from STEP 7 NetPro
U Detect S7 restart

The current request configuration is stored in a data block on the CPU. In case the
"Detect S7 restart" option is enabled, ibaPDA can detect if this data block has been
deleted or overwritten, e. g. as a result of loading the offline program or due to a cold
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3.3.4.3

restart and will restart the data acquisition. The configuration data are transferred again.
This does not affect a warm restart of the CPU.

Connection mode TCP/IP S7-1x00

This mode activates a connection over the standard network interface of the PC and can

only be used in combination with S7-1500 CPUs.
General 6sl‘jl:h:mmet:liun &y Analog i[i] Digital | < Diagnostics
Connection
Connection mode: Connection wpe: PG connection VI Tirneout [z} 15 =
Address  192168.50.80
DB: @ baREQ_DE_UDF [DE19) - [ Load addresshaak. fram 57 ]
CPU Mame: Q PLC (192.168.50.50) - Detect 57 restart [This applies to all 57 request madules)

|

Figure 11: Connection configuration TCP/IP S7-1x00

O CPU Name

Selection of the linked address book; only address books of the "TIA Portal" type can be

selected.

Q Connection mode

Selection of the TCP/IP S7-1x00 connection mode

U Connection type

Selection of the connection type PG, OP or other connections (determines which type of

connection resource is occupied on the CPU)

O Timeout

Timeout of the connection

U Address

IP address of the controller
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U Test
A connection test to the CPU is performed and available diagnostic data are issued.

General d‘[ﬁunneclim My Analog i) Digital | < Diagnostice

Conhection

Connection maode: TCRAP 571400 - Cannection type: PG connection v] Timeout (z): 15 =
Addess  192.168.50.90

DE: @ baREQ_DE_UDP [DE19) - [ Load addressbook from 57 ]

CPU Mame: ﬁ PLC [132.168.50.90) - Detect 57 restart [This applies to all 57 request modules)

Connection establizhed
MLFEMr of PLC iz GES¥ 516-3ANO0-0ABO
Reading ibaREQ_DB_UDP [DB139]

DB id: ibaREQ-57-M
DB wersion: 1.0.0.0
FE wersion: 1.0.0.0
DE length: 920
Maw. pointers: 512
Max. data bytes: 1466
HW wersion; 0

Total memory size: 0

DE memary size: 0

DB used size: 0

Code memarny size: 0

Code used size: 0

M. inputs: 32768
Mo, outputs: 32768
Mo, markers: 16384
Mo timers: 2048
Mo, counters: 2048
1/0 space: 0

Local datasize: 0

Figure 12: Connection test/ diagnostic data

U Load addressbook from S7
By clicking on this button ibaPDA will read the list of symbols directly from the PLC and
store it in an addressbook for further use in the symbol browser.

General ‘,J[Zunneclim “ #inalog | I Digal | €@ Diagnostics

Connection

Connection maode: TCRAP 571400 - Cannection type: PG connection v] Timeout (z): 15 =
Addess  192.168.50.90

[B: @ baREQ_DE_UDF [DBE19) - [ Load addresshaak. fram 57 ]

CPU Marme: Q PLC [192.168.50.90] - Dietect 57 restart [This applies to all 57 request madules)

Connecting to 57 at 192.168.50.90

Connected successfully to 57 at 192.168.50.90

Loading symbols from 57

Successfully loaded symbols

writing addressboak,

lS ucceszsfully created addressbook PLC [192.168.50.90)

In case of an S7-1500, please consider the possibility of an enabled access protection.

2 For more information see Device configuration, page 34
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07
Error message "DB xx is not a valid request DB ..."
Please check if...

» The request block has been loaded into the CPU

= The right DB number has been configured on the request block
= The request block is called in the program

= Possibly, the DB is written from another position

U Detect S7 restart:

The current request configuration is stored in a data block on the CPU. In case the
"Detect S7 restart" option is enabled, ibaPDA can detect if this data block has been
deleted or overwritten, e. g. as a result of loading the offline program or due to a cold
restart and will restart the data acquisition. The configuration data are transferred again.
This does not affect a warm restart of the CPU.

Note

The "TCP/IP S7-1x00" connection mode does not support absolute addresses of
operands.

Note

Port 102 in the firewall must be released for the communication with the CPU for signal
request.
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3.3.5 Signal configuration

The signals to be measured are selected in the I/O Manager, either by means of the
absolute operand address or the symbolic name provided by the ibaPDA address book
browser.

When using the SIMATIC CFC editor on the same PC, the signals and connectors to be
measured can be configured from the PLC program via drag & drop in ibaPDA.

There are 3 options for selecting measurement values:
1 Selection via the absolute address of the S7 operands.
2 Selection via the S7 symbol addresses (symbol table and symbols from data blocks)

3 Selection of the CFC connectors (when programming the CPU with SIMATIC CFC)

SIMATIC CPU abs/(-\)cl:t::teeszd\/c;?ess A(;;(;?kfovlla CFé f:((:)?lsnse\éltirs3
S7-300 X X X

S7-400 X X X

WinAC X X X
S7-1500 X X
Table 8: Possible types of selections

Supported operand ranges:

Operand ranges SIMATIC CPUs S7-300/400 SIMATIC CPUs S7-1500
Inputs (1) X X

Peripheral inputs (PI) X

Outputs (O) X X

Markers (M) X X

Data blocks (DB) X X4

Table 9: Supported operand ranges

3 Required is the use of the SIMATIC STEP 7 options package S7-CFC
4 The access to optimized data blocks of S7-1500 controllers is not supported.
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3.3.5.1 Selection via the absolute address of the operands
There are 2 ways for selecting the measurement values via the operand address.

1 On the one hand, you can click on the General tab of the module on the "Select S7
operands" link in order to open the S7 operand editor.

iba I/O Manager
3 5 B | 21 [ - | Hardware | Groups Technestring Outputs | =3 %

E--£F Genersal
£ B8 baFOB-4ioD 57 request|(0)
=B L
2 & ﬂkﬂ?awrnp [ [# c |\ analog | I Digital|
E-4m) X40: Bus 0 4 Basic
H /e Module Type 57 request
Locked False
T Enabled True
* Click to 2dd module ... Name 57 request
=02 Module No 0
0 3 Timebase 10ms
=04 Use name as prefix False
] O GrrmEe
= Auto enable/disable False
o T 4 Profibus
=8 Bus number 1}
0 g Slave number 10
=0 10 4 ST
e No addresshock [=]
=012
o0 13 CPUName
-0 14 Select the 57 CPU that is linked to this medule. If no CPU is
e 15 selected then request via S7 symbols is disabled and only
EA reguest via 57 operands is available.
B Link 2
B Link 3
-y Click to add module ...
- @8 ibaCom-L2B-3-3
-2 opC
-&= 57 TCP/UDP
n S7-Xplorer Select 57 operands
m Playback
- Joe Vitual
- @8 Unmapped ‘Illl\\llll\‘llllI\\llll‘\llll\\l
0 266 512 768 1024 1280 1536 1792 2048 0 l oK I [ Aeply ] [ Cancel

Figure 13: Selecting S7 operands

1 On the other hand, you can click on the Analog or Digital tab of the module in one
field of the "S7 Operand" column.

S7 request(0)

B General | & Connection | "' Analog ]Il Digital|
Mame Unit Gain Offset 57 Operand 57DataType  Active  *
0 DB 100.DBD O 1 0/DB 100.DBD O DWORD
1 DB 100.DBD 4 1 0/ DB 100.DBD 4 DWORD
2 DE 100.0BD 8 1 0/DB 100.DBD 8 DWORD
» I
: - E&H
5 4 n Lenrr [

Figure 14: Selecting S7 operand
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In both cases, a dialog box is opened, in which you can select the S7 operand to be

measured.

Operand Notation:

57 Operand Constructor

X3

Datatype: INT

Operand Address

DB 1.0BW 0

-

DE Operand

DB Address

1

S

DBB
DBD

0

S

OK

[ cancel

Figure 15: S7 operand constructor

ibaPDA-Request-S7-UDP

After you have set the desired operand address, click <OK> to exit the dialog.

Thereafter, you can enter the signal name in the "Name" column.

S7 request(0

0
1
2
3
4

[ General lﬂ Cnnnectinnlf\;.hnalogl 1 Digital]

Name Unit Gain Offset 57 Operand 57 DataType  Active
EETMMMNET . ovwoc oo o |
DE 100.DED 4 lng 1 0| DB 100.DED 4 DWORD
DB 100.DBD 8 1 0/DB 100.DBD 8 DWORD

1 0 INT a

1 n TNT M

Figure 16: Operand names

You can enter the desired operand address also directly in the "S7 Operand" column

without using the S7 operand editor.

s

m
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3.3.5.2 Selection via the operand symbols

This method of access requires that the signals to be measured already have an entry
in the S7 symbol table, the PLC variable list or in a data block and that an address book
has been created (see chapter Address books, page 60).

An advantage of this way of access is that the symbol addresses are applied
automatically in ibaPDA as signal names.

You can integrate an address book into the module as follows:

1. Select the S7-CPU you want to assign this module to in the drop down menu on the
General tab of the module under "CPU Name".

General ‘ﬂ‘ Connection | 7 Analog r Digital | < Diagnostics
a Baszic
bodule Type SYUDP Request
Locked Falze
Enabled True
M ame 57 UDP Request
Module Mo 0
Timebaze 10 ms
Ilze name as prefis Falze
4 Connection
Module Index 200
Auto enable,/dizable Falze
4 Module Layout
Mo, analog zignals 32
Mo, digital zignals 32
a 57
CPU Mame ] TEST [CPU 412-2 PHE
P YCPLU412 REQ_TEST [CPU 412-2 PN)
CPU Hame Y =
Select the 57 LPU thall % Create addiesshaok...
zelected then request
request wia 57 operands iz available.

2. An additional "S7 symbol" column is displayed on the Analog and Digital tab.

m !"’;_ Hr

General ‘,ﬂ‘ Connection | ' Analog) [l Digital & Diagnastic

Mame ik (ain Offsek] 37 Symbal 57 Operand 57 D... ACL.
0 1 I IMT [ ]
1 1 h DwiorRD | [ ]
z 1 I REAL F]
3 1 h REAL ]
4 1 I IMT F]
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Now, you can access the symbol addresses via the S7 CFC and symbol browser (short:
symbol browser). The symbol browser can be opened in different ways:

2 Click on the link ,Select S7 symbols" on the General tab of the Request module. The
selected signals are entered automatically in the appropriate table "Analog" or
"Digital". The symbol browser stays open until it is closed with <OK>. This way,
several signals can be added successively.

Select 57 operands Select 57 symbols
Manage addressbooks

3 On the Analog or Digital tabs click in a cell of the "S7 Symbol" column. You can only
select the symbols with the data type matching the table. After every selection, the
symbol browser is closed.

" !- _quast Hr

eneral ‘,ﬂ Connechion ﬁuhnalug T Digital | Diagnostics

Mame Unit  Gain  ©Offset 57 Symbaol 57 Operand 57 DataType Active
0 counker_16hbik 1 0| SYMBOLY counter _16hit | kW 100 WDIRD
1 counter_32bit 1 0| S¥YMBOLY \counter_32bit | MD 104 DhwioRD
sinus 0 SYI"-“IEEOL'I,'I,smus Mo 112 REAL

z2
q.

In the symbol browser, you have the following options:

= CFC variables:
On the CFC tab, you can select the configured CFC variables — consisting of the
configured names of chart, block and connector.

= DB variables:
On the DB tab, the individual data blocks and their variables are displayed.

= Symbol table:
On the Symbols tab, the entries of the S7 symbol table can be selected.

= Search tab:
You can search the variable via a part of the name.
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57 CRFC and symbaol browser I 23 |

S7CPU: |S?—412 (CPU 412-2 DP)

57 Symbol :  DBS\DB_TestData"Sinus_2Hz

@8l CFC| @ DB|:3) Symbols | L Search|

-4 DPMS_S10_PDA (DE1D) 57 Operand -

-4 DB_TestData (DE20)
-4 SystemClockByte

-4 SawTooth_Stepi 57 Datatype

- #F SawTooth_Step10

-2 SawTooth_Step100

-7 Angular_Frequency_1Hz

-2 Angular_Frequency_2Hz

-7 Sinus_THz

o

-4 Cosinus_1Hz

-] Cosinus_2Hz

i+ DB_244Bytes_MIX {DB21)

ik DB_244Bytes_122INT (DB22)

+40 DE_244Bytes_61REAL (DB23)

i 40} DB_244Bytes_G1DINT (DE24)

i DPMS_510_Intem (DE25)

t-0F DB_Slave2l_lnputs (DB20)

743 PQ_DPM-S_Status (DB33)

w40k DPMS_S11_PDA (DB41)

i DPMS_S12_PDA (DB42)

w40k DPMS_511_Intem (DETT) U -

i DPMS_512_Intem (DEVZ) si;sa‘it::gme as

H-{0k DB20

Comment :

Show only allowed
operands

&

o OO e OO o O e OO o O e O g B O e IO e B e O

OK

ok

Figure 17: S7-CFC and symbol browser

After having selected the variable, the operand address, the data type and a comment

are displayed on the right side.

The variables are shown in the following colors:

Green The operand is valid and can be transferred to the module setting with
<OK>.
Yellow The operand has a data type that does not match the selected column,

e. g. in case you have selected a boolean variable as analog value or an

integer value as digital value.

Red The operand has a data type that is not supported by ibaPDA (e.qg.

STRING), or the operand is a constant.

You can hide all non-valid variables, by clicking on the option
"Show only allowed operands".

Usually, the symbolic signals name from STEP 7 is adopted
as signal name in the I/O Manager. Optionally, you can adopt
the STEP 7 signal comment as signal name in the I/O
Manager by selecting the option "Use comment as signal
name".

Show onby allowed
operands

|lze comment as
signal name
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3.3.5.3 Measuring the CFC connectors

For selecting CFC connectors for the measurement process, proceed basically as
described in chapter Selection via the operand symbols, page 51, until opening the S7-
CFC and symbol browser.

Note

In case the connectors are not displayed on the CFC tab, then possibly the SCL sources
have not been translated in the STEP 7 project.

To solve this problem, make sure that the following options are selected in the dialog
box for compiling the program in the SIMATIC software:

Compile program ﬁ

Compile Charts as Program l

CPU: CPU £12-2DP
Program name: ST-412\CPU 412-2 DPYS7-Programm(1)

Scope
(% Entire program
" Changes only

Iv Generate module drivers Block Driver Settings...

| ¥ Generate SCL source! |

Cancel | Help |

Afterwards, go back and generate the address books again.

Important note

When compiling a CFC program, generated DB addresses are assigned automatically
to the connectors in STEP 7. Depending on the scope of program changes adopted
between two compilation runs, connectors may have assigned different DB addresses.

In that case, the address book for ibaPDA must be newly generated, too. The
symbolically configured signals are checked automatically in the I/O Manager and the
associated absolute S7 operands are updated.
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In the S7-CFC and symbol browser you can select the CFC tab instead of the Symbol
tab and select the signals. The connectors are listed hierarchically by chart name,
module name and connector name:

g ™

STCPU:  |57-412 (CPU 4122 DF)

57 Symbol :  Signalgenerator\COSINE_NOUT

&8l cFc|ied DB Symbols| ) Search

[@ ibaPda_Request 57 Operand :
E\l@ Signalgenerator

ﬂ- 1

=-F ADD_R
=-F CMP_R
w-4F COSINE
=-4F COSINE_
i@ N
e
w4 MUL_1
m-fF muL2
- 08121
=-f oB122
=-fF 0B8D
w-4F OB82
=-4F 0B85
w-4F OB8s
=-JF SELR
w4 SINE
s SINELI
a4 TRIAI

Show only allowed
operands

Use comment as
signal name

Figure 18: S7-CFC and symbol browser
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3.3.6

Special function Drag & Drop

A convenient way to select signals is to drag & drop them from the CFC chart into the
I/0 Manager of ibaPDA.

For this purpose, display the CFC editor on the same PC in the background as full screen
and the ibaPDA client in the window mode in the foreground. Then, start the I/O Manager.

iF' iba I/0 Manager

3 25 5 = 21 % - |Hardware | Groups  Technostring  Qutputs | 53 %
# General P
=} Ex AR ¥plorer i el \

i Click to add module ...
gdesys-Xplorer Jigi Generall“I Eonnectionlﬂuﬁmalog] i) Digital]@ Diagnostics]

iy Click to add module . Marng Unit | Gain | Offset 57 Symbol 57 Operand
arc SignalgeneratoryCP_RAIN1 1 0| SignalgenerataryCMP_RYINL DE 123.DED O

0
£ Click to add module ... 1
: W Playback 2 "
- 57-plarer
: 4 5 7-wplover PCACP (1) 3 1
! 4

2
£ Click to add module ...

]

1]

- 0

EQ_CFC_VO01\PU4oc with CFC6.1WCPU 412-2 T PA...] E|
Window  Help

GT[—
GE [—
EQ—
LE
LT [—

G2F. 315

Figure 19: Selecting signals via drag & drop

Click the connector in the CFC chart, hold the mouse key down, drag it onto the I/O
Manager and drop it in the desired signal row. Now, the CFC connector has been entered
as measurement signal in the signal table of the Request module.

Mame Unit | Gain = Offset 57 Symbal 57 Operand 57 DataType | Active
i} §Signalgenerator'l,CMP_R'l,IN1 0| SignalgenerakoriCMP_RIINL DE 123.DED O REAL
1

Figure 20: Added signal

Module S7 Request
With the "S7 Request" module, analog and digital signals can be acquired.

In ibaPDA, up to 1024 analog and 1024 digital signals can be defined. Together, these
may occupy a max. of 1466 Byte (max. length of the user data of an UDP telegram).
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3.3.7

Module S7 Request Decoder

With the "S7 Request Decoder"”, up to 11728 digital signals can be acquired that are sent
in form of a max. of 733 words (1466 Byte).

The operand to be addressed (absolute or symbolic) is of the WORD data type. Individual
digital signals cannot be addressed.

On the Digital tab, you can directly enter the words as basic signals for the decoding via
absolute S7 operands. S7 symbols can be used too by using address books.

The signals selected in S7 CFC and symbol browser are applied and the columns
"Name", "S7 symbol", "S7 Operand" and "Data Type" are filled in automatically.

Click the <+> symbol to the left of each line to open a list in which you can enter a name
for each of the 16 digital values.

General # Connection | ][ Digital

Connector 57 Operand DataType Active =
0 [+] PEW 1 PEW 1 WORD
1 [+] DB 3.0BW 2 DB 3.0BW 2 WORD
2 [-] DB 3.DBW 4 DB 3.0BW 4 WORD

m

2, Name

Digital Signal 0
Digital Signal 1
Digital Signal 2
Digital Signal 3
Digital Signal 4
Digital Signal 5
Digital Signal &
Digital Signal 7
Digital Signal 8
Digital Signal 9
10 Digital Signal 10
11 Digital Signal 11
12 Digital Signal 12
13 Digital Signal 13
14 Digital Signal 14
15 Digital Signal 15

Y= R - N N O N =

=g
;
100 0=lEEEEEEREEERRERREE £

3 [+] DB 3.DBW & DB 3.DBW & WORD
4 [ WORD
5 [+ WORD
6 [+ WORD

Figure 21: Modul S7 Request Decoder
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3.3.8 Module diagnostics
On the Diagnostics tab all configured operands are listed as a table with their data type
and actual value.
S7 request(0)
|l General | # Connection | "\ Analog | [l Digital | < Diagnostics|
J% Analbgvdmsl T Digital valuasl s7 requestinfol
MName 57 Operand Datatype  Value Displaytype
0 DE 100.DBD 0 DB 100.DED 0 REAL 20325 DEC
1 DB 100.DED 4 DE 100.DED 4 REAL 325 DEC
2 DB 100.DED & DB 100.DED & REAL 0,8910333 DEC
3 DB 100.DED 12 DB 100.DBD 12 | REAL -0,4539368 DEC
4 INT DEC
5 INT DEC
Figure 22: Module diagnostics analog values
S7 request(0)
'l General | & Connection| " Analog | [l Digitsl | < Diagnostics
™ Bnalog values | ]Il Digital vdmI 57 request infnl
Mame 57 Operand Value
0 M10.0 M 10.0 1
1 M10.1 M 10.1 1
2 M10.2 M 10.2 1
3 M10.3 M 10.3 1
4 M10.4 M 10.4 0
5 M10.5 M 10.5 1
6 M10.6 M 10.5 0
7 M10.7 M 10.7 1
8
g
Figure 23: Module diagnostics digital values
On the S7 request info tab the data sent to the S7 CPU, and the data that are reported
back as well as the general diagnostics data are displayed.
S7 Request (0)
/[ General | @ Connection | "\ Anzlog | Il Digital | < Diagnostics|
[’“'u Analog values I i) Digital va'lue:slST rm]m:stili:]
DB version: 1.000
FB version: 1.000
ibaPDA IP address: 192.168.21.142 Module indes: 200
Max. pointers: 52 Maz. data bytes: 1466
Used pointers: 2 Used data bytes: 17
Configured Actual Min Mac
Tmebetweentelegans:  200ms  CODFSNMNNNN [SZESNNNNN ZSSERM
Paointer Size
0 MB 10 1
1 DB 100.DBE 0 18
Figure 24: Module diagnostics S7 request info
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U DB version
Version of the data block used in the CPU

O FB version
Version of the function block used in the CPU

U ibaPDA IP address
IP address of the ibaPDA computer sent to the S7 CPU.

U Module index
Module index sent to the S7 CPU (see also General module settings, page 38)

U Max. pointers
The max. number of used pointers (depends on the size of the data block ibaREQ_DB).

U Used pointers
Currently used number of pointers.

U Max. data bytes
Max. size of the user data in the data telegrams to ibaPDA

U Used data bytes
Currently used bytes in the user data of the data telegrams.

O Time between telegrams
= Configured: Corresponds to the setting "Timebase" on the General tab

= Actual: Time between the two telegrams received last
= Min: shortest time
= Max: longest time

U <Reset>
Resetting the min. and max. values.

The background color of the values "Actual”, "Min" and "Max" provides additional

information:

Color Meaning

Green The timespan between two telegrams is shorter than the
double of the defined timebase.

Orange The timespan between two telegrams is higher or equals the
double of the defined timebase.

U Pointer table
Currently required data pointer with address and length

For optimizing the communication performance, signals with consecutive addresses are
requested and transferred as a block (pointer).
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3.3.9 Address books
The address books for SIMATIC S7 controllers are created and managed across
modules. One address book can be used in more than one module.
iba /0 Manager ?@
A 2355 [ 21 [ - || Hardware | Groups  Technastring  Qutputs
4% Gereral W
258 OPC server ddr shaa A8
& Remoate configuration .
Fultistation lﬂ Simatic 57
: Addressbooks ST operands in @ Englizh [ Import address books ] [ Create address books ]
L@ Time synchronization )
-8B ibaFOB-2i0-D () German [ Delete selected addieszz books ]
SE g;_;EE:EL:DP P Creation Time 57 Project Modules
7 Playback .‘ = Project Type: Step?
- e Wirtuel CPU412_REQ TEST {(CPU | 19.11.2015 13:59 H:\20_ProjekkelibaPDA-Reque | S7-Xplorer 412 (0}
BB Micht abgehildet 412-2 PN st-S57\TestikestS7412_REQ D | 57 PM Request 412 &4 (1)
P P_PN_UDPiteskS741.57p 57 UDP Request 412 (10)
L4 57 DP Request 412 FC122 (20)
57 DF Request 412 NEW (21)
57 PM Request 412 252 (31}
Q =l Project Type: TIA Portal
CPU1S16_RECQ_TEST 19.11.2015 14:29 |H:Y20_ProjektelibaPDA-Reque  S57-Xplorer 1516 TCP (5)
st-S57 TestibestTIALIS16_REQ | S7-Xplorer 1516 TIA (8)
_DP_PH_UDPitest TIALIS1E_R | 57 UDP Request 1516 (15)
Q EQ_DP_PM_UDF, apl3 57 UDP Request 1516 TIA {16)
. 57 DP Request 1516 {25)
57 DP Request 1516 TIA (26)
57 PN Request 1516 252 (35)
57 PM Request 1516 252 TIA (36)
Figure 25: S7 address book
There are different types of address books for the different S7 project types:
= & STEP 7: SIMATIC Manager project
(not for modules with connection mode TCP/IP S7-1x00)
= B TIA Portal: TIA Portal Project
U S7 operands in English / German
Selection of the signal mnemonics
U Import address books
Import of address books which have already been created
U Create address books
Creates new address books from STEP 7 projects
U Delete selected address books
Deletes address books from a table
U Table
List of all address books that are currently available in the system with name, creation
data, path of the STEP 7 project and location where the address book is used.
Creating an address book
An S7 address book can either be created offline from an S7 project (both STEP 7
CLASSIC and TIA-Portal) or online directly from a CPU (S7-1200 / 1500 only).
Offline from S7 project
For creating an address book, the S7 project has to be available. For the subsequent
use, this is not necessary.
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Open the S7 address book generator with the <Create address books> button.
Optionally, you can also open it under "S7 - CPU Name" on the General tab in the module
configuration. Select "Create addressbook..." in the dropdown menu.

S7,UDP Request((

J Eeneralli Eonnectinnl% .&naloglm Digitallﬁ? Diagnnstics]

4 Baszic
Module Tppe
Locked
Enabled
Hame
todule Mo,
Timebase
|z name az prefix
4 Connection
todule [ndex
Auto enable/disable
4 Module Layout
Mo, analog signals
Ma. digital zsignals
a 57

CFU Mame

S7 UDP Request
Falze

True

57 UDF Request
0

10 ms

Falze

200
Falze

32
32

[@] Mo addresshook

—

CPU Mame

| 1=

ﬁ Create addresshook.

Select the 57 CPU that is linked to this module. If no CPU iz
zelected then request via 57 symbols is dizabled and anly
request via 57 operands iz available.

Select 57 operands
Manage addressbooks

Figure 26: Create S7 address book from module configuration
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How to proceed in the address book generator:

1. Click on the <Add project> button

5T addressbook generator E\@

CPU Marme:

Step 7 Hw' Config export: l:]
7
|

Comment language: I

[ Add project J [ Remove project Create addresshooks

U CPU Name
CPU designation

O Step 7 HW Config export
optional selection of a HW Config export file (useful when using an iba busmonitor in
sniffing mode)

U Comment language

Imported comment language can be selected (only available in SIMATIC TIA Portal
projects)

U Add project

Adds a new project to the list

U Remove project
Removes the marked project from the list

U Create addressbooks
Creates address books from the selected projects

2. Select a project file in the file browser

3. Now, the STEP 7 project with all configured CPUs is displayed. Mark the CPUs you
want to create the address books from and click on the button <Create
addressbooks>.
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i

i

o

5T addressbook generator E@

EI---,,! E:ASY-projectzhSTCLASSIC_SY_=plorertS7clazs s fp
- -] 8 57CLASSIC_S7 Hplorer v
= D Bl CPU3sx
I [ . CPU3xx [CPU 317-2 PN_DF]
EI E EAST-projects\SYTIA_ST xplorer V13 SPIMVSTTIA_SY «plorer W13_5P1.ap13
=- |:| | ] STTIA_ST =plorer V13 51

...... W] |57-1516 Xplorer

CPU Marme: ST-1516 =plorer

Step ¥ HW Config export:

Caomment language: Deutzch [Deutzchland)

Deutzch [Deutzchland]
] Englizch [U5A)

[ Add project

4. Now, you can select the generated address book in the selection list.

Note

The entry in the "CPU Name" field can be overwritten. Thus, you can assign a unique
name for the CPU that differs from that in the STEP 7 project. This is especially
interesting, when you use several STEP 7 projects in which the CPUs have the same
name.

Note

TIA Portal projects must be compiled, saved and closed, when address books of these
projects are generated..
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Online from S7-1200/ 1500 CPU

ibaPDA-Request-S7-UDP

Online address books can be created out of an S7-1200 or S7-1500 CPU if connection
mode TCP/IP S7-1x00 has been selected. The address data are read directly from the

CPU. Accessing the S7 project is not necessary.

Click on button <Load addressbook from S7> to load the address book.

The CPU name of the address book will be given automatically.

General ‘-‘i’l[:l:lnneclim “ #nalog | I Digal | <@ Diagnostics

Connection

Connection mode: Connection type: PG connection v] Tirmeaut [5: |15 =
Addess  1921BB5090
DB: @ baREQ_DB_UDF (DB19) - [ Load addrezsbock. from 57 ]

CPU Mame: Q PLC (152.168.50.90) - Dietect 57 restart [This applies to all 57 request madules)

Connecting to 57 at 192.168.50.90

Cotnected successfully to 57 at 192.168.50.90

Loading symbols from 57

Successfully laaded sumbols

witing addreszbook,

lS uccessfully created addressbook PLC [192.168.50.90]

Figure 27: Load address book online from CPU

Address books which have been created online do also contain operand type address
information and hence can be used in connection mode TCP/IP as well. Just change the

connection mode after creation of the address book.
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Diagnostics

Checking the license

Diagnostics

If the "S7 UDP Request" modules are not available in the signal tree, you can either

check in ibaPDA in the I/O Manager under General - Settings - License Info or in the

ibaPDA service status application if your license is detected properly. The number of

licensed connections is shown in brackets.

iba I/0 Manager = |_E|_|@
1 5 55 [ 91 [® - || Hardware | Groups Technostring  Qutputs
B« Y General W—
288 OPC server 2
i~|% Remote corfigurati
;a MZ::Q;;: e £¥ Settings 5 Interrupt info FOB| Y8 Watchdog | & Time sy ization
88 ibaFOB-4i-D General Settings
(-8 ibaFOB-2io-D
23 Generic TCPAP Interupt source [ibaFOB*li—D‘ bus 5, slot 2 v] Intemupt courter : 1493319
P N
3= Genedic UDP Acquisition timebase : 10000 k| ms [7] Start acquisition on startup of server
-HC Modbus Clistt TCP/IP
[ ’;E Modbus Server TCPAIP |:| Force reload of driver at next start of the acquisition |:| Restart acquisition on nonecoverable emor
=28 oPC
£ -35’ 57 TCP/UDP License info
£ Qf'; VIP TCPAUDP ¥ License options:
. X cense no.
E E:E ?Sdip;?sr;rplmer Interface 57 TCP/UDP (64) -
[ S7-Kolorer Customer Name: Interface S7-Xplarer (16)
[-== Sigmatek-Xplorer Interface Sigmatek-Xplorer (16)
o m Playback Licernize e it Interface VIP TCPAUDP (128)
G e Virtuel Request FM458/TDC
Nicht abgebildet Dongle HW Id: Request HIPAC |_E|
Reiuest 57 T
Data stores [ 'Ff?q"lleﬁ Sj UDP o
Alive Timeout for 2ll PDA supported TCP/IP protocols
Disconnect TCP/IP connection after |10 2| =econds of inactivity
[ Set signal values to zero when a TCP/IP connection is lost
Open log file
||||‘\I||||||I\I|III|III‘III|III|
0 256 512 768 1024 1280 1536 1792 @ gl J [ Aoply ] [ Exgocl
Figure 28: Checking the license
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4.2 Log files

For many interfaces, there is an <Open log file> button in the specific interface overview
in the 1/O manager.
If connections to target platforms have been established, all connection-specific actions
are logged in a text file. Using this button, you can open this (current) file and, e.g., scan
it for indications of possible connection problems.
In the file system on the harddisk, you will find the log files in the program path of the
ibaPDA server (...\Programs\iba\ibaPDA\Server\Log\). The file hames of the log files
include the name or abbreviation of the interface type.
Files named interface.txt are always the current log files. Files named
interface_yyyy mm _dd_hh_mm_ss.txt are archived log files.
Examples:

= ethernetiplLog.txt (EtherNet/IP connections log)

» AbEthLog.txt (log of Allen-Bradley Ethernet connections)
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4.3

Connection diagnostics with PING

Diagnostics

PING is a system command with which you can check if a certain communication partner

can be reached in an IP network.

Open a Windows command prompt.

|cmd| B | & Shut down | » |

Enter the command “ping” followed by the IP address of the communication partner and

press <ENTER>.

With an existing connection you receive several replies.

BN Administrator: C\Windowshsystem32icmd exe

C:sUsers>ping 192.168.21.128

Pinging 192.168.21_.128 with 32 bytes of data:
192.168.21.128: bhytez=32 time<imz TTL=128
192.168.21.128: bytes=32 time<insz TTL=128
192.168.21.128: byt 32 time=1mz ITL=12%

Reply from 192 .168.21.128: bytes=32 time<imsz TTL=128

Ping statistics for 192.168.21.128:
: Sent = 4, Received = 4, Lost = B (B8x loss>.
Approximate round trip times in milli-seconds:
Minimum = Bmz,. Maximum = ims. Average = Bns

C:sUsers>

(=] E i) |

m | »

Figure 29: PING successful

With not existing connection you receive error messages.

BN Administrator: CA\Windows\system32\cmd.exe

C:“Users>ping 192.168.21.121

Pinging 192.168.21.121 with 32 hytes of data:
192.168.21.184: Destination host unreachable.
172.168.21.184: Destination host unreachable.
172.168.21.184: Destination host unreachable.

Reply from 192.168.21.1084: Destination host unreachable.

Ping statistics for 192.168_21.121:
Packets: Sent = 4. Received = 4, Lost = B (@ loss),

C:sUsers>_

o B S |

m | »

Figure 30: PING unsuccessful.
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4.4 Connection table
All Ethernet based interfaces have a table in the I/O Manager, that shows the status of
the individual connections. Every row represents a connection.
Depending on the type of the connection, the columns contain different values and
information.
Usually, the target systems to which the connection is established are identified in the
first row (left) with their name or their IP address.
The table shows the package sizes and error counters of the individual connections
during data acquisition. Click on the <Reset counter> button for resetting the counters
and the calculation of the response times.
In case of communication problems, check the module indices, the package sizes and if
there are sequence errors.
Each UDP telegram sent successfully, gets a consecutive sequence number. If ibaPDA
detects an error in the sequence, the sequence error counter is incremented.
The background color of the cells provides additional information:
Color Meaning
Green The connection is OK and the data are read.
Orange The connection is OK, but there is an error (e.g. wrong
module index, configured update time is not reached,...)
Red The connection has failed or was interrupted.
Grey No connection is configured.
Table 10: Color code for the background colors of the connection table
- ' -

Properties

Port no. : 4170 = | Reset port to default | | Allow port through firewall |

TCF Port: oK UDP Port: oK | Reset statistics |

e wede MoMe  Memme Do s e Tne

0 192.168.50.85 UDP 200 61567 o] o 23 20,3 ms

1 3 ? ? ? ? ? 3 ?

2 Ed ? 2 ? 2 ? Ed 2
Figure 31: Connection table

4.5 Module diagnostics
You will find a diagnostic help with a tabular display of the actual analog and digital values
and the data types on the Diagnostics tab of each S7 Request module.
? See chapter Module diagnostics, page 58.
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5
5.1

5.1.1

Appendix
iba S7 library

The iba S7 library is available in two versions:
4 SIMATIC Manager : STEP 7 2 V5.5
Q SIMATIC TIA-Portal : STEP 7 2 V13 SP1

iba S7 library for SIMATIC manager

Appendix

The iba S7 library for SIMATIC Manager (,ibaS7LIbCLASSIC_Vx_y") is suitable for the
use with SIMATIC Manager V5.5 or higher. It contains the Request blocks described in
the manual, which are required for the use of ibaPDA-Request-S7-UDP.

You find the iba S7 library as an archived file on the DVD "iba Software & Manuals" under
\04_Libraries_and_Examples\10_Libraries\O1_SIMATIC_S7\_

4 1

Press F1 to get Help.

A SIMATIC Manager - [ibaSTLibCLASSIC_V1_0 -- D:AST_projects\ibaSTLib] == ]
@ File Edit Inset PLC View Options  Window Help —||&
O = | 3% ] By e | < No Fitter > J B2 EMw

haG7LbCLASSIC V10 Object name | Symbolic name | Type | siee| Awthor | Last modified
ibaBM-DP_REG_H_v4.0 - 57 Program 02/27/2015 08:11:59 .
ibaBM-DP_REQ_Y4 0 - 57 Program 02/27/2015 08:11:49 .
ibaCOM-L2B_REQ_V3 4 - 57 Frogram 02/27/2015 0B:11:32 .
ibsUDP_REQ_W1_0 57 Program 02/27/201612:32:49 .

3
Realtek PCle GBE Family Controller.

Figure 32: iba S7 library for SIMATIC Manager

The following blocks are available:

iba connection Block name Block no. Note
ibaBM-DP ibaDP_Req FC122
ibaBM-DPM-S .
ibaDP_DB_PDA DB10
ibaDP_DB_work DB25
ibaBM-DP ibaDP_Req_H FC123 for S7-400H
ibaBM-DPM-S .
Redundancy mode ibaDP_DB_PDA DB10
ibaDP_DB_work DB25
ibaBM-PN ibaREQ_M FB140
ibaREQ_PN FB141
ibaREQ_DB DB15
ibaUDT_UDPact UDT145
ibaCom-L2B ibaL2B_Init FC111 formerly FC23 and FC101
ibaL2B_Req FC112 formerly FC22 and FC100
ibaL2B_Req_CP FC113 formerly FC26 and FC102
only necessary when using a
CP342-5 instead of the FC112
ibaL2B_DB_work DB22
ibaL2B_DB_Struct uDT22
ibaL2B_CP_SNDRCV DB10 only necessary when using a
CP342-5
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iba connection Block name Block no. Note
ibaPDA-Interface-S7- ibaREQ_M FB140
TCP/UDP ;
ibaREQ_UDPact FB145
ibaREQ_UDPint FB146
ibaREQ_UDPext3 FB147
ibaREQ_UDPext4 FB148
ibaREQ_DB DB15
ibaUDT_UDPact UDT145
Table 11: ibaS7LibCLASSIC block overview
5.1.1.1 Integrating the library
For integrating the library, it has to be retrieved in the SIMATIC Manager. Copy the iba
S7 library to a local directory of your computer, on which the SIMATIC Manager is
executed.
U Select the menu ,File — Retrieve..."
ﬂ SIMATIC Manager
PLC View Options Window Help
Mew... Ctrl+MN
'Mew Project’ Wizard... |
Open... Ctrl+0
57 Mernory Card 3
Memory Card File 3
Delete...
Reorganize...
Manage...
Archive...
Retrieve... %
Pane Setun...
Q Choose the archive file of the iba S7 library and select a storage location for the
extracted library in a next step:
Retrieving - Select an archive @
Lookin: | ). zIP ~| & & cf B
MNarme : Date modified Type Size
|| 4 ibaS7libCLASSIC V1 0.zip 24,04,201511:14 Compressed (zipp... 101 KB §
File name: |ibaS?1ibCLASSIC_V1_D.zip Open
Fles of type: | PKZip 12.4-Archive (*.2ip) ] Cancel
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Select destination directory @
- L] s7esuti -
| STFPROJX
| 5T
| S7GR7
:: s7hip

| G7HSYS
| STieapo
| s7if

| 57IKR

| STMANUAL
| STMET
- STMGD

] | Cancel | Help |

Q Confirm the message for a successful extraction.

Retrieve (3020:58) =5

The retrieved data have been stored in the project
directony 'C:\Program Files
[#B6]%Siemens Step P S 7LIBS YibaS 7LIb"

I Do not dizsplay this message again.

Q Open the library by confirming the following dialog with <YES>.

Retrieve (3280:754)

The following objects were retieved:
Projects: None

Libraries: ibaS7LIbCLASSIC_V1_0
Do vou want to open these now?

M,

Now, the library is integrated and can be closed again.
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5.1.1.2 Using the blocks

destination block.

There are two options for using the blocks from the library:
1. Display the block library on the left and drag the required blocks to the opened

ibaPDA-Request-S7-UDP

bWl & o

m‘z LAD/STL/FBD - [FC10 -- 57-314_Demo-Projekt\SIMATIC 300(1)\CPU 314C-2 DP]
iF File Edit Inset PLC Debug View Options Window Help

| nj@ e TE T

a |25

=)

- |[&] %

k?

=

Contents Of:

"Environment\Interface’

B New network

2R FB blocks

28 FC blocks

E-EH SFB blocks

B-EH SFC blocks

-4l Multiple instances

Libraries

& stdlibs

9 Standard Library

-4 Redundant10 CGP V40
-4 Redundant10 MGP V32
& Redundant 10 CGP V52
=I5 ibaSTLIbCLASSIC_V1_0
7148 ibaUDP_REQ V0 9

€3 ibaBM-DP_REQ H_V4 0
€8 ibaCOM-L2B REQ V3 4
| B-gH ibaBM-DP_REQ_V4 0

-4 CFC Library

E=YFC122 ibaDP_Req ibaPDA
-4 SIMATIC_NET_CP ls

E-{F Intezface a [Hame
fF IN FRaEET]

-3 ouT - | ouT

/'1

‘DP_REQ! ibaPDA

z

Hﬂ Program elem

Press F1 to get Help.

E=Callstruct... | §E Metworks

FC10 : Title:

Comment :

=]

Abs <52 |Nwl Ln7 Insert |Chg

2. Open the library via "File - Open - Libraries", and the required destination project in

parallel. With the <Tile horizontal> button, both projects can be displayed side by
side. The blocks can be copied either via drag or copy & paste.

[-{z7] ballDP_REQ_W0_3

The blocks may now be used in the destination project.

#] SIMATIC Manager - 57-314_Demo-Projekt [E=nE=R =<
File Edit Inset PLC View Options Window Help
0 & |37 & B 5% T E <No Fiter > TS BB M
@ ibaSTLIbCLASSIC_V1_0 -- D:\Siemens\S7_Libs\ibaST_Libs = | = | s | | BpS7-314_Demo-Projekt -- D:ASiemens\S7_Projects\S7-314_D = e |
S ibaS7LIBCLASSIC_¥1_0 Dbject name | Symbolic name | Cieated ir | | £ 57-314_Demo-Projekt Object name | Symbolic name | Created i lang
baBh-DP_REQ_H_ V4 0 |15 Frya0 ibaDF_Req STL B[ SIMATIC 300(1) 9 5ystem data
E-ED ibaBH-DF_REQ_v4_0 o ORI0 ibaDP_DE_FOA i =@ CRU R4C2 DR o081 sTL
(@] Sourcas 0B baDP_DE_wiark. D8 & §7 Progiam1)
(g3l Blocks -
ibaCOM-L2B_RED_W3_4
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5.1.2

iba S7 library for SIMATIC TIA portal

Appendix

The iba S7 library for SIMATIC TIA Portal (,ibaS7LIbTIA_Vx_y") is suited for the use with
SIMATIC TIA Portal V13 SP1 or higher. It contains the Request blocks described in the
manual, which are required for the use of ibaPDA-Request-S7-UDP.

You find the iba S7 library as project archive on the DVD "iba Software & Manuals" under
\O4_ Libraries_and Examples\10 Libraries\0l1 _SIMATIC_S7\

T Siemens

Project  Edit  View Insert Online Options Teols Window Help

Devices

HQOQ

» i@ Online access
» [5f Card Reader/USB memary

G Elsoveproject @ ¥ B3 X Qs 5 SME B R F coonline ¥ Goofiline . B [M 8 2

Libraries

Options

—OX

Totally Integrated Automation
s PORTAL

#] Library view O
v | Project library

EBENE -

~ | Global libraries

‘ngpenies

“Ellnfo y"ﬂ Diagnostics ‘

‘ General y‘l Cross-references H Compile

1 Fath Description

> | Details view < 1l

[

¥ |Info (Global libraries)

FFEun Hma
» L] Buttons-and-Switches

» L Leng Functions

» L] Monitoring-and-control-objects

¥ LU Documentation templates

Ll ibas7LibmA

‘ saumquE” suselkm»|

» [ Types
~ [7] Master copies
« [£:] 57-300/57-400
|§ ibaDP_DB_PDA
|§ ibaDP_DB_work
4 ibaDF_Regq
» [g# Common data

4 Portal view

Figure 33: iba S7 library for SIMATIC TIA Portal

The following components are contained:

+ Library iba57LibTIA was opened.

iba connection Block name Block no. Note
Target platform S7-300, S7-400, WinAC
ibaBM-DP ibaDP_Req FC122
ibaDP_DB_PDA DB10
ibaDP_DB_work DB25
ibaBM-PN ibaREQ_M FB140
ibaREQ_PN FB141
ibaREQ_DB DB15
ibaUDT_UDPact uDT145
ibaCom-L2B ibaL2B_Init FC111
ibaL2B_Req FC112
ibaL2B_Req_CP FC113 only necessary when
using a CP342-5
instead of the FC112
ibaL2B_DB_work DB22
ibaL2B_DB_ Struct uDT22
ibaL2B_CP_SNDRCV |DB10 only necessary when
using a CP342-5
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iba connection Block name Block no. Note
ibaPDA-Interface-S7- ibaREQ_M FB140
TCPIUDP ibaREQ_UDPact FB145
ibaREQ_UDPint FB146
ibaREQ_UDPext3 FB147
ibaREQ_UDPext4 FB148
ibaREQ_DB DB15
ibaUDT_UDPact UDT145

Target platform S7-1500

ibaBM-DP ibaREQ_M FB1400
ibaREQ_DP FB1402
ibaREQ_DB DB15
ibaREQ_DB-Interface

ibaBM-PN ibaREQ_M FB1400
ibaREQ_PN FB1401
ibaREQ_DB DB15
ibaREQ_DB-Interface

ibaPDA-Interface-S7- ibaREQ_M FB1400

TCPIUDP ibaREQ_UDP FB1405
ibaREQ_DB DB15

ibaREQ_DB-Interface
Table 12: ibaS7LibTIA block overview

4 Note

= TIA Portal libraries are version dependent and not upwardly compatible, i. e. a library
saved with TIA Portal V13 cannot be used with TIA Portal V12.
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5.1.2.1

Integrating the library

Appendix

For integrating the library, you have to retrieve it in the TIA portal. Copy the iba S7 library
to a local directory of your computer, where the TIA Portal is executed.

U Select the "Retrieve library..." command on the "Libraries" tab in the context menu

(right mouse-button).

14 Siemens

Project  Edit View Insert Online Options Tools Window Help

Devices

CGoe

b [ Online access

» [ Card ReaderiUSE memory

v ‘ Details view

3 T soveproject @ M 25 T3 X Dy s G [0 [G R & Goonline ¥ Go offline e"n’m m o *

|g Properties

4 Portal view

||‘_i.1|nfo y”ﬂ Diagnostics

Totally Integrated Automation
PORT.

Libraries

Options

[# vLibrary view £ 0
w ‘ Project library

susel@ir|

sapelqr] & I

~ | Global libraries

il AU

» L] Buttons-and-Switches

» L] Long Functions

» ||| Monitoring-and-control-objects
» L[] Documentation templates

» gy

L New library...
(¥ Open library...

| SR

» | Info (Global libraries)

v Library Monitoring-and-con

Q Select the archive file of the iba S7 library and select the storage location for the

extracted library in a next step:

Retrieve archived global library |i|
Lookin: || TIA Lib - @ F e mEr
I Mame : Date modified Type Size
el ibaSTLibTIA V1 0 20150417.zal13 . 17.04.201510:35  ZAL13 File 1.263 KB |
Recent Places L
Desktop
Libraries
LY
Computer
@
Netuare | Hlensme: ibaSTLbTIA_V1_0_20150417 zal13 -
Files of type: [Global library archives '] [ Cancel ]
Open as read-only
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U Now, the library is integrated.

ens

Edit Insert  Online

Froject

Gf [{ B saveproject Sh X

View

_OX
SpiEE  FEls gmn LER Totally Integrated Automation
¥ o cix 500G B & Goonline ¥ Go offiine &2 LY IR PORTAL

Devices

HQQ

+ (g Online sccess

b [ Card Reader/USE memory

Libraries

» LI Long Functions

V|Details view

» || Monitoring-snd-control-objects

Marne

4 Portal view

5.1.2.2 Using the blocks
There are two options for using the blocks from the library.

1.

b L] Documentation templates
» L] winac_mp

Options _‘;,_

El Library view L&l ;I E

=

~ | Project library g

o P

= [~] o

=

v | Global libraries 3

Gd Wy 5 E s
¥ LUl Buttons-and-Switches

[ 1ibaS7LibTA

» S Types

¥ | Master copies
$7-300/57-400

hdl

-

|yl ibaDP_DB_work
4 ibaDP_Req
¥ [t:| 57-1500

» | Commen data

22 | Properties |'Ll.'. Info iJl %) Diagnostics

Info (Global libraries)

LibTIA was opened.

Display the library and drag the required block to the opened destination block.

mens\TIA\Projekt1_

Project Edit View Insert Online Options Tools Window Help .
N Totally Integrated Automation
L O s poject | X 06 ) X 9 e (42| 5 [ (] B B Goonine o Goottine | iy 18 [ x| o L] RTAL
Libraries
Devices Options B
Hoo UG B Gat | by vien (&) =5
~ | Project library 3
* | ] Projekt1_W13_SP1_1 R = = o
i i - S| a
;g“ "ew:ev'ce 5 S ° i » 11| Proiect librar
evices & networks F—
itle: * | Global libraries &l
~ [ PLC_1 [CPU 314C2 DP] 'rBIDclft{tle' - = )
IIY Device configuration Fommen [l eI o
g
% Online & diagnostics ~  Network 1: » [ Buttons-and-switches 2
= [ Frogram blocks I » [[] Long Functions =
B Add new block emmens » L] Monitoring-and-control-objects
£ Mein [0B1] » (1] Documentation templates =
& Test [FC10] » L] WinAC_MP g
» [ Technology objects ~ L] ibas7LibnA =
» @} External source files » (51 Types ||
» L& PLCtags « [ Master copies il
» [ PLC data types v %] 57-300/57-400 =
v &
» [z Watch and force tables ~ [iz] ibaBW-DP_Req_V4.0 g
» [ Online backups |y ibaDP_DB_FDA é
» (5, Device proxy data — |§ ibaDP_DB_work
Frogram info :d- —
4 PLCalarms » i3] 571500
=) Test lists » (4} Common dats
» [l Local modules M Kl i \ [100% [=1
|
> | Details view 6} Properties | Info (@) | %] Diagnostics 3 | Info (Global libraries)
P g
4 Portal view Overview @ PLC_1 | Test

Drag or copy the blocks to the program blocks directory in the project navigation.
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Appendix

The blocks can now be called within a project block.

Drag or copy the PLC data type to the PLC data type directory in

navigation.

7TIA_UDF_REQ_V1

P1AS7TIA_UDP_REQ_V13_SF1

Project  Edit  Wiew Insert  Online Tools  Window

3 (N seve projec: & M

Options

Jo X Oy (4 &)

Help

Devices

HO QO

~ 7] 57TIA_UDF_REQ_Y13_SP1

ﬁ" Add new device

o Devices & netwarks

= rf- 57-1516 REQ-S7-UDP [CPU 15716-3 PR/

Y Device configuration
% Online & diagnostics
’;5; Program blocks
[ Technolagy objects

External source files
’:d PLCtags
[igl PLC data types
B Add new data type
u ibaREQ_DE-nterace
18] IM0_Data
41 IMO_Version
:al Watch and force tables
(& online backups

4 v v v

.
& Traces

< T B
3 | Details view

i ]|"jl|nfn i) ﬂ Diagnostics

4 Portal view

Project Edit View Insert Online Options Tools Window Help .
" Totally Integrated Automation
Uf i saveprojet & X F5 G X W *: G0 E B R § coonline i F cooifine S A A ¥ o 1] PORTAL
Project tree
Options Ee)
oo & Library view (2] =]
~ | Project library E
= (] Projekatl_vi3_sP1_1 G El [a - E
i @
EA” new device " » 1] | Proiect librar
Devices & networks e —
~ Block title: ~ | Global libraries =
~ (@ PLC_1 [CPU 314C-2 DP) . . L n &l
JIY Device configuration emment [l g Rl El
. . » [ Buttons-and-Switch 2
') Online & diagnostics +  Network 1: LUl Buttons-and-Switches 2
~ .ol Program blocks - ~ o ¥ LUl Leng Functions =
B Add new block cemmen » LU Monitoring-and<control-objects
& Main [0B1] } L] Documentation templates
4 Test[FC10] ¥ L] winAC_ WP el
- = a
» [ Technology objects ~|_ibas7Libma %
» [} Extemal source files P Sl Types | ]
» [ PLCtags + | Master copies m
» L) PLC data types ~ %] 57-300/57-400 =
v &
» [ Watch and force tables [tz ibaBW-DP_Req V4.0 ]
» [ Online backups | 1baDP_DB_PDA =
&
» [, Device proxydata |l ibaDP_DB_work
Program info : -
4 PLCalarms 3
Teat lists » [} Common data
=
> Local modul
Ng ocal modules 1< I ]
» |Details view ‘g Properties Info (Global libraries)
Overview @ PLC_1 | Test

Totally Integrated

MG ER & coonline (Fooofiine S I 2 41

the project

Automation
PORT.

AL

Options

] Libraryview 18]

> ; Project library

~ | Global libraries

[T G ]
» L Drivelib_57300-57400_13
¥ LUl Long Functions

» LIl Documentstion templates
» L] winAC_MP
« [ || ibaS7LibTIA
» 5 Types
~ || Master copies

3 57-300/57-400

~ [iz| 57-1500

~ |&:) ibaREQ_V1_0

- ibaREQ_t
2 ibaREQ_LIDF
v [4§ common data

3 | Info {Global libraries)

v Libr ibTIA

b LI Manitaring-and-contral-objects
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5.2 Application examples

You find application examples for several different configurations on the DVD "iba
Software & Manuals" under:

\04_Libraries_and_examples\50_ibaPDA-Interface-S7-TCP_UDP\Request-S7\

iba S7-CPU S7 project ibaPDA project
ibaPDA-... S7-300 PN
...Interface-S7-TCP/UDP + | S7-300 + S7CLASSIC_ ibaPDA_S7CLASSIC_
...Request-S7-UDP CP343-1 LEAN |UDP_REQ_Vxx.zip |UDP_REQ_Vxx.zip
S7-400 +
CP443-1
S7-1500 S7TIA_UDP_REQ_ lbaPDA_S7TIA_UDP_
VX_SPx_Vyy.zip REQ_Vyy.zip

Table 13: Application examples on the DVD
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5.3

S7 cycle time measurements
The following tables show which code run times are needed by the Request blocks.

Appendix

The measurement values have been determined in a test environment. They only serve
as reference points. The values may deviate in other system environments.

SIMATIC S7 CPU Number of signals  Data IDaREQ_M  1baREQ_UDPint
amount (FB140) FB146
I e T
T e s o
et e e
Gromen . |[M4Bve |132ps |se0ps
@ronter) | 1088Bye |132ps  |cB4ys
(lo2a panten | 1088 B |1324s  |ssozs
?figi’;';)*oe’oo" 1464 Byte |132pus | 700 ps
SIMATIC S7 CPU Number of signals  Data ibaREQ_M ibaREQ_UDP
amount (FB1400) FB1405
e [t from | e
@spanery @B [195u |72
romey . |MaBre [169us a2
A e e[
?1152'4’\';;”“:’:5 BOOL 1 0gg Byte [192ps | 2028 pis
366 REAL +0BOOL | |, o 106 ps | 1586 s

(366 Pointer)
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5.4

ibaPDA-Request-S7-UDP

Adaptation to the renumbered system functions

This procedure is only necessary when using the SIMATIC Manager (STEP 7 <V5), if a
different block number was assigned to one of the following used embedded block
numbers:

Symbolic name Standard numbering Origin

ibaREQ_UDPact FB145 ibaAG, ibaS7Lib

TCON FB65 Siemens, Standard Library
TDISCON FB66 Siemens, Standard Library
TUSEND FB67 Siemens, Standard Library
AG_SEND FC5 Siemens, SIMATIC_NET_CP
AG_LSEND FC50 Siemens, SIMATIC_NET_CP
ibaUDT_UDPact UDT145 ibaAG, ibaS7Lib

Table 14: Subordinate blocks

U Copy the following block sources from the iba S7 library to the source folder of your
STEP 7 project.

.'—,l SIMATIC Manager - [ibaS7LibCLASSIC_V1_0 -- D:\ST_projectshibaS7Lib)
& File Edit Inset PLC View Options  Window  Help

= & =] Bp T EE < No Filter

EI@ iba57LbCLASSIC v1_0 Ohjert name: | Syrnbolic name |
#-{z7] ibaBM-DF_REC_H_W4 C ibaREQ_UDPext

! ibaREQ_LDPextd
(g1 baCOM-L2B_REQ_VE 4 || @ o cen ™ iopint
B-z7 ibaUDP_REG_W1_0 -

Figure 34: Function block sources in the ibaS7 function block library.

U Make a new translation for all sources of the function blocks you use.

.’-} SIMATIC Manager - [Manual57TCLASSICREQUDP -- D:\Carsten'..\Manual\Manual 57 CLASSICREQUDP]
@Fi\e Edit Inset PLC View Options Window Help

D |[87F % 2@ 2 Sg | 2o U- HE|ZE|ED || <Nofiter> - R@ BEMN
E@ Manuals FCLASSICREQUDP Object name ‘ Symbolic name | Type ‘ Sizal Author ‘ Last modified
=l CPU412PN ihaREQ_UDPext3 STL source 4324 04/14/2015 07-50:45 AM
o[ cru n122PN ihaREQ_LIDPextd STL saurce 4777 -
=-{z1] 57 Program
~{E] Sources Open Object Ctrl+ Alt+0
{gH Blocks
w4 CP 4431 Cut Ctrl+X
Copy Ctrl+C
Paste Ctrl+V
Delete Del
Insert New Object 3
PLC >
_r. Compile Ctrl+B
Export Scurce...
Print 3
Rename F2
Object Properties... Alt+Return
Special Object Properties 3

Compiles the current object into executable code.

Figure 35: Translating the function block sources
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4‘\,,‘_ b/ y

Important note

It is absolutely essential that the symbolic designation of the subordinate blocks is not
modified (see table above).
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5.5 Setting PG/PC interface / defining new access point
ibaPDA-Request-S7-UDP cannot establish a connection to a S7-CPU, if the
parametrization "AUTO" for an access point (MPIl-adapter or CP) has been set in the
SIMATIC Manager.

There are 2 possible remedies:
U Changing the interface with remaining access point name
Change interface in the SIMATIC Manager e.g. from "CP5622 (AUTO)" to "CP5622
(MPI)" or "CP5622 (PROFIBUS)".
Disadvantage of this method: If the setting of the access point will be changed again in
the SIMATIC Manager, the measurement does no longer work because ibaPDA no
longer has any access.
U Adding a special access point for ibaPDA
To avoid conflicts with the setting of SIMATIC Manager and ibaPDA when both programs
run on the same computer, a new access point should be defined.
There is the <Configure PG/PC interface> button in the dialog window of the PC/CP
module. It can be used to open the dialog for configuring the PG/PC interface.
The setting for the SIMATIC Manager will also be changed.
lu.![' i'ir
General bj’lConnﬂcﬁm v Analog nr Digital | < Diagnostics
Connection
Connection mode: PC/CP - Connection type: Timeout s): 15 =
Access point for applications: - I Configure PG/PC interface J
Address: 192.168.123.1 Rack: ] = Slot: ] = Test
Figure 36: Configure PG/PC interface
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Procedure

1. Open the dialog box with the <Configure PG/PC interface> button.

Set PG/PC Interface

Access Path | LLDP / DCP

X5

Access Point of the Application:

[S?ONLINE (STEP7)  —» TCP/IP -> Intel{R) 825793LM Gigab... v]
{Standard for STEP 7)

Interface Parameter Assignment Used:

TCP/IP > Intel(R) 82579LM Gigab...

150 Ind. Ethemet -> iba AG ibaFOB[
EHI50 Ind. Ethemet -» Intel(R) 825791 Copy...
e . )
ISO Ind. Ethemet - Intel(R) Centrin . Delete
4 | i | 3
{Assigning Parameters to Your NDIS CPs
with TCP/IP Protocel (RFC-1006))
Interfaces
Add/Remave: Select...

(s (o

)

2. Select the row <Add/Delete> under "Access Point of the Application".

Access Path | LLDP / DCP

Set PG/PC Interface (=30

Access Point of the Application:
ST7COMNLINE  (STEF 7}  —= TCF/IP -= Intel{R) 82575LM Gigab... -

ISO-FDA -+ 150 Ind. Bthemet -» VMware Vitual Etheme...<Board 2=
MFl  (WinCC)  —> TS Adapter
STOMLINE  (STEP7)  —= TCP/IP -» Intel{R) 82575LM Gigab ...

B <Mone> =

UIEgNOECS
ISC Ind. Ethemet -> iba A ibaFOB|
[EF150 Ind. Ethemet - Intel(R) 825791 Copy...
e . )
ISO Ind. Ethemet - Intel(R) Centrin . Delcic
4| m | 3
(Mssigning Parameters to Your NDIS CPs
with TCP/IP Protocel (RFC-1006))
Interfaces
Add/Remove: Select
(s ] [

)

Appendix

3. Define a new access point; enter a name, e.g. PDA and optionally a description for a

better understanding, click on <Add> and <Close>.
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Add/Delete Access Points

Add

MNew Access Point:

PDA

Drescription:

Delete

CF_LZ_1:
PwL_L0AD
IS0-PDA

[l EinEC

Standard for STEP 7

Add

Delete

Cloze

ibaPDA-Request-S7-UDP

4. Add an interface to the access point, e.g. "CP5622 (MPI)" and exit with <OK>.

Set PG/PC Interface

Access Path | LLDP / DCP | PNIO Adapter | Info

Access Point of the Application:

[ FD&  -» CPEE22(MPI)

(l

Interface Parameter Agzzignment U zed:
CPEE2Z(MP)

CPE22 (ALt
CPEE22[Fwil]

[Parameter azzignment of pour
communications procezsor CPEEZZ for an
WPl netwark)

Interfaces

Add/Remowe:

Properties. ..

Diagnostics..

Copy...

Delete

Select...

Cancel ] l Help

)

The newly defined access (e.g. PDA --> CP5622.MPI.1) is displayed subsequently in the
connection dialog of ibaPDA under "Access points for applications".

General | # Connection| "\ Analog | ]Il Digital | Disgnostics |

Connection
Connection mode: PC/CP - Connection type: Timeout {g): |18 =
Access point for applications: PDA == CP5622 MFP11 - [ Configure PG/PC interface ]
Address: 2 Rack: 0 < Slat: 0 = Test
Figure 37: Set access point
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Notes on the different access points

Depending on which access points have been configured in the Engineering PC, there
are different access points available for selection in the ibaPDA system.

Basically, there are 3 types of access points:
a TCP/IP

Q ISo

U Bus system PROFIBUS or MPI

TCP/IP

If you select an access point using TCP/IP, you need to enter the IP address, rack and
slot number of the CP in the module configuration dialog. If you do not know the rack
and/or slot number, enter "0" for slot and click on the <Test> button.

ISO

If you select an access point using an 1ISO interface, you need to enter the MAC address,
rack and slot number. For the rack and slot number, use the <Scan> button.

Bus system (PROFIBUS or MPI)

If you select an access point using a bus interface, like e.g. PROFIBUS or MPI, you need
to enter the bus address, the rack and slot number. You can also use the <Scan> button
and click on one of the CPU links found to test the connection.
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5.6 S7 routing

S7 routing is defined as the possibility to use S7 controls as router to access the
secondary controls, which are in different subnets. This also includes changing the bus
system (Ethernet / PROFIBUS / MPI).

The “S7 routing” function is not to be confused with “IP routing”.

The following constellation is to clarify this:

%% NetPro - [Test (Network) -- D:\Carsten\...\20140825_Routing\Test]
%2 Network Edit Inset PLC View Options Window Help

8 %S RE a8 TS BE K2
Ethernet(1) 1
Industrial Ethernet |
- - _| Router |

PROFIBUS(1)

PROFIBUS
192.168.11.245 | |[192.168.0.1 T
CPU3xx §7-412

=
|

CPU MPIDF PN-IO [CP  +PN-IO CPU o@F TWPIDP [4581D7 ;DF |CP [CP 1PN-O
gl 314C-2.0 . 431 -2 H H 4435|4431,
FN/DF | ' Lean | DF H H Ext H 5]

i o] =] - -l ‘|

2 3 2 2 2

2:

Figure 38: S7 routing, system topology example

The engineering computer (also with ibaPDA) is to access the CPU412 control. The
computer and the control system are not directly connected with each other via a joint
network/bus. The connection is to take place via the CPU314C controller. “Forwarding”
the communication in this controller is called “S7 routing”.

In this example, the engineering computer and CPU314C are also in two different
(logical) subnets. For a communication connection, an (IP) router needs to be used. This
is completely independent of the “S7 routing” function and is not to be confused with it.
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5.6.1 Routing from Ethernet to Ethernet
The function "S7-Routing" should not be confused with "IP-Routing”.

The following constellation is to clarify this:

%ﬂ NetPro - [Test (Network) -- D:\Carsten\..\20140825_Routing\Test]
%ﬂumvork Edit Insert PLC View Options Window Help

e - e TN ]
Ethernet(1) :
Industrial Ethernet —

PROFIBUS(1)
PROFIBUS
192.168.11.245 | || 192.168.01 T 192.168.02 192168 21113
|CPU3xx |s7-412
CPU «MPI/DF «PN-IO |CP 1PN-IC jill§l] (CFu F (MPUDP |4581DF «DF |CP CP (PN-IO
Billl [s1acz: ! 31 ] P H pTE : @

4431,
PN/DP . Lean ' Ext H
i | i | il

2 3 2 2 2

Figure 39: S7-Routing, system topology example

The engineering computer (also with ibaPDA) is to access the CPU412 control. The
computer and the control system are not directly connected with each other via a joint
network/bus. The connection is to take place via the CPU314C controller. “Forwarding”
the communication in this controller is called “S7 routing”.

In this example, the engineering computer and CPU314C are also in two different
(logical) subnets. For a communication connection, an (IP) router needs to be used. This
is completely independent of the “S7 routing” function and is not to be confused with it.
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56.1.1

ibaPDA-Request-S7-UDP

Configuration of STEP 7 / NetPro

The following configuration steps are required to be able to access the secondary
CPU412 control with the SIMATIC STEP 7 programming software. These are not
required for using ibaPDA.

Inserting a PG/PC station:

%% MetPro - [Test (Network) -- D\Carsten),.\20140825_RoutingTest]
%gﬂetwork Edit Inset PLC View Options Window Help

S8 (& e B! ne

Ethemet(1) 1
Industrial Ethernet

Ethernet(2)
Industrial Ethernet

MPI(1)
MPI

PROFIBUS(1)
PROFIBUS

I

|CPU3X |57-412

CPU _IMPIDF |PN-IO [CF iFN-ID z CFU DF IMFIDF
31402 2431, I 4122 1

PN/DP | Lean | oP H Ext

] i i = | ]

2 3 2 2 2

CFP
443-5

CP  PN-IO! PG;PC(‘] J

4431,

45810DF :DP
'

Figure 40: NetPro configuration
Assigning an interface (network interface card):

Properties - PG/PC

" General I Interfaces ~ Assignment |

— Mot Assigned
Corfigured Intefaces:

cthemet Schnittstelle(1)

Industrial Ethemet Ethemet(1)

i nealtek PCle GBE Famlhf Cortroller TCPIP.1

Interface | Parameter assign... | Subnet | S70nline &

STONLINE Access:
< | m | P Active

oK | Cancel | Hep

Figure 41: PG/PC interface assigned
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Result:

Properties - PG/PC

" General I Interfaces ~ Assignment |

— Mot Assigned
Configured Interfaces:

MName | Type | Subnet

Interface Parameter Assignments in the PG/PC:

CP5622. FWLA
CP3622 FWL_FAST_LOADA1
CP3622 MPI.1

CP5622 PROFIBUS. 1 -

Assigned: Dizconnect |
| I ine &
hemet Schnittste. .. Realtek PCle GE Bhemetﬂ) Activ

1 i 3

d »

STONLINE Access:
[T Active

0K | Cancel |  Hep |

Figure 42: Interface assigned

The connection line of PG/PC to the network should be highlighted yellow now.

The following figure shows the communication channel using arrows (these are not
shown in SIMATIC NetPro).

S NetPro - [Test (Network) -- D:\Carsten\,...\20140825_Routing\Test]
%@ Metwork  Edit Insert PLC  View Options Window Help
EE 8 S e dd EE LY
Ethermet(1) 1
Industrial Ethernet

Fthernet(2) - ’
Industrial Ethernet
MPI(1) 4 -
MPI
PROFIBUS(1)
PROFIBUS
vy - T \J
|CPU3Kx |S7—41
fiil CPU IMFIDF [FN-IO [CP TPN-ID FHHH CPU fF MPIDF [4581DF DP [CF [CF (FN-ID @
i 3142 | 1 3431 | 412 1 4435|4431 )
PM/DP | Lean . H Ext ]
] | ] = ] | :l
2 3 2 2 2

Figure 43: Communication channel

Finally, load all hardware configurations and connection data from NetPro.
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5.6.1.2 ibaPDA configuration
The following entries have to be made:
9 s VO Manager = ren
O 555 [ 21 B - ||Hardware | Groups Technestring  OQutputs
-4F General . DD
-2 AB-Xplorer
E ';E gﬁfsﬂ-}@lnr\er %General d(ﬁonne«:ﬁoﬂ v Analog I Digital | Diagnostics
Gh-Hnr Playback CPU Name: Connection type: Timeout (g): 15 =
= ﬂ S7-¥plorer —_—
- Address:  192.168.0.2 E L —
ESég)lr;er;C/CP 18) Activate 57 routing Address of device acting as gateway (e.g. |IE/PB link): 57 Subnet |D of target net:
L8 5720017 192.168.11.245 D07E-DODE
- Click to add module ... ‘
Figure 44: Enable S7 routing
U Activate S7 routing
Enable to use S7 routing Address
U Address
Address of the target control (here CPU412)
U Address of device acting as gateway
Enter address of the gateway (here CPU314C)
U S7 subnet ID of target net
Enter subnet ID from STEP 7 NetPro
You can identify the S7 subnet ID in NetPro. For doing so, right-click on the secondary
bus system and open the “Properties”.
%ﬂ NetPro - [Test (Metwork) -- D:\Carsten,..\20140825_Routing\Test]
S Network Edit Insert PLC View Options Window Help
=8 85 s | 53 [EER LY
Ethemet(1) 1 /
Industrial Ethernet
Ethemet(2) ’
wstrial Ethemet
MPI(1) Copy Ctrl+C
MPI Delete Del |
PROFIBUS(1) PROFINET IO Domain Management...
PROFIBUS PROFINET 10 Topology... l
Rearrange
CPU3xx _ g Object Properties... Alt+Return
E C_PU \:MF’I.‘DF 1F'N-\C) CP j :PN-ID MFI/DF 4581DF :DF’ CcP CP j :F’N-D E PG[PC(
Mlez e [l e N
H H R =] ‘|
2 3 2 2 2
|
Figure 45: Determine S7 subnet ID
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Properties - Industrial Ethernet @

General | %

Mame: theme:

57 subnet 1D: 007E - |ODOE

Froject path: |Test\Bthemet(2)

Storage location

of the project: |D:\Car5ten\_5upport\2|]‘l 40825 Routing* Test

Author: |

Date created: 08/25/2014 12.10:12 FM

Last modffied: 08/25/2014 12:14:05 PM

Comment: B

Figure 46: S7 subnet ID

Appendix

4~ Other documentation
&% For more information about the S7-Routing, please see:
Which modules support the "S7 Routing" function in S7 subnets?

Web http://support.automation.siemens.com/ww/view/en/584459:

What requirements must be fulfilled and what should | watch out for when executing

Routing?
Web http://support.automation.siemens.com/ww/view/en/2383206:

How do you enable cross-project S7 Routing in the TIA Portal and in STEP 7 V5.x?

Web https://support.industry.siemens.com/cs/ww/en/view/109474569:

5.6.2 Routing from Ethernet to PROFIBUS
The following access path shall be established:

B8 NetPro - [STRouting_Eth_DP (Metwork) -- D:\40_SIMATIC\30_Demos\S7Routing_Eth_DP] ol ===
%Q Metwork  Edit Insert PLC  View Options Window Help - |[& =
= H & &5 alip GE = I Vs
Ethemnet(1) 1 i
Industrial Ethernet
—
MPI(1) »
MPI
PROFIBUS(1) |
PROFIBUS 3
T u'!
CPU319 CPU412
777 B A A i 0 H”| CFU_WFIDF [FRID @
PNIDP | 1 o 5] B
! o ‘m  m
2 2 3

Figure 47: S7-Routing, example for system topology Ethernet-PROFIBUS-Routing
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The engineering computer (also with ibaPDA) is to access the CPU319 control. The
computer and the control system are not directly connected with each other via a joint
network/bus. The connection is to take place via the CPU412 controller. “Forwarding” the
communication in this controller is called “S7 routing”.

5.6.2.1 Configuration of STEP 7 / NetPro
The following configuration steps are required exclusively for accessing the subordinate
control CPU319 by the programming software SIMATIC STEP 7. These steps are not
required for the use of ibaPDA.
Insert a PG/PC station:
| S8 NetPro - [STRouting Eth DP (Metwork) -- D:\40_SIMATIC\30 Demos\S7Routing Eth DP] =0 =R ==
%E Metwork Edit Inset PLC  View Options Window Help =
= = L] el .
Ethemet(1) 1 E
Industrial Ethernet
MPI(1)
MPI
PROFIBUS(1)
PROFIBUS 3
CPU319 CPUA12 papc|
BT CFU WFIDF [OF [FN-I0 r||||| CFL TWFIDF [FN-ID
ooel ol S5 m L
‘m W m Ho |
2 2 3
Figure 48: Configuration NetPro
Assign an interface (network adapter):
f Properties - PG/PC - - &j
General ] Interfaces  Assignment ]
Mot Assigned
Corfigured Interfaces:
H-Nm T ey
Ethemet port(1) Industrial Ethemet  Ethemet(1) |
|
Interface Parameter Assignments in the PG/PC:
WMware Vitual Ethemet Adapter for VMnet8. TCPIP.1 -
Muace izl Cihemet Adaptecfor VMnet 8. TCPIP Auto.1 Kl /
Linksys USB3GIGV1. TCPIP. 1 1
‘ o [ & P
Interface Parameter assign... | Subnet S570nline &
S7ONLINE Access:
4 i S
0K Cancel Help
Figure 49: Assigning a PG/PC interface
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5.6.2.2

Result:
[ Properties - PG/PC —— - g‘

General I Interfaces  Assignment |

— Not Assigned
Corfigured Interfaces:
Name ‘ Type | Subnet

Interface Parameter Assignments in the PG/PC:

DUST1.COM1 -

DUST1.COM2 A
iba AG ibaFOB-D Network Interface.150.1 -
iba AG ibaFOB-D Network Interface. TCPIP.1 e
Assigned: Dizconnect
| Inteface | Papmeterassion. | S o ;
I Ethemet port(1) Linksys USB3GIl... Ehemet(1) Active
STONLINE Access:

Ll LI} | PO Active

0K Cancel Help
e [ == ]

-

Figure 50: Interface assigned

Appendix

The connecting line between PG/PC and the network should be highlighted yellow now.

In the following figure the communication path is represented by arrows (which are not

displayed in SIMATIC NetPro).

B8 NetPro - [STRouting_Fth_DP (Metwork] -- D:\40_SIMATIC\30_Demos\S7Routing_Fth_DP]
%QNetwork Edit Insert PLC View Options Window Help

=1 o X
[-][5]x]

BE S ke b8 O BE K

»

m

Ethemet(1) 1
Industrial Ethernet
—
MPI(1) »
MPI
PROFIBUS(1)
PROFIBUS
T P
CPU319 CPU412
B gﬁ;‘a {MFUDP | DF /PN-IO z H”H CFU_MPIIDF (FN-ID @
PNIDE | L ;:,2_2 [
o T | =T
2 2 3

Figure 51: Communication path

Finally, load all HW configs and connection data by NetPro.

Configuring ibaPDA
Make the following settings:

-

B b2 VO Managern SRR L 1Y BT

P - [E=RIER)

[ 5 55 I 21 B ~ || Hardware | Groups Technostring Outputs | 13 [

-4 General 9 ([)
=+ 57-¥plorer

51 "
3 EAEEC ) [1?{‘ General li G l'r\; Analog l I Digital l@ Diagnostics ]

-l Click to add module ...

Address: DP address Rack: 0 ] st 2
Activate S7 routing Address of device acting as gateway (e.g. IE/PE link):

Unmapped Connection mode: TCF/IP - Connection type: Timeout (s): 15 =
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02D6-0008

I 152.168.50.95 I

CPU Name: & No address book
Figure 52: Activate S7 routing
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U Activate S7 routing
Enable to use S7 routing address

O Address
Address of the target control (here CPU319)

U Address of device acting as gateway
Enter address of the gateway (here CPU412)

U S7 subnet ID of target net
Enter subnet ID from STEP 7 NetPro

You can identify the S7 subnet ID in NetPro. For doing so, right-click on the secondary
bus system and open the “Properties”.

%3 NetPro - [STRouting_Eth_DP (Network) -- D:A40_SIMATIC\30_Demos\S7Routing_Eth_DP] =n o]
B8 Network Edit Inset PLC View Optiens  Window  Help o
=R 8|S ] L

Ethernet(1) 1
Industrial Ethernet
MPI(1)
MPI \
PROFIBUS(1) \
PROFIBUS
T T Copy Ctrl+C
CPU319 CPU412 Delete Del
Bl 5-353 {MPUDE | DF {PR-IO 'r””” CPU A MPIDE FN-IC Print parameters...
PNIDP | 1 o ;
| He | E. 3. = Rearrange
2 2 3 .
Object Properties... Alt+Return

Figure 53: Determine S7 subnet ID

Properties - PROFIBUS S5

General l Network Settings ]

Name: FROFIBUS(
| 57 subret in: o206~ - Jooos |
Project path: |S7Routing_Eth_DP\PROFIBUS(1)
Storage location
of the project: |D:\.-H]_SIMATIC\BD_Demos\S?HnLﬂing_Eth_DP
Authar: |
Date created: 01/04/2018 01:02:13 PM
Last modified: 01/04/2018 01:02:35 PM
Comment: i

s |t

L #

Figure 54: S7 subnet ID
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Other documentation

For more information about the S7-Routing, please see:

Which modules support the "S7 Routing” function in S7 subnets?
Web http://support.automation.siemens.com/ww/view/en/584459:

What requirements must be fulfilled and what should | watch out for when executing
Routing?

Web http://support.automation.siemens.com/ww/view/en/2383206:
How do you enable cross-project S7 Routing in the TIA Portal and in STEP 7 V5.x?
Web https://support.industry.siemens.com/cs/ww/en/view/109474569:
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5.7 Error codes of Request blocks

The Request blocks deliver the following possible error codes:

Value Description

ERROR_STATUS

1 datablock ibaREQ_DB is write protected

2 datablock ibaREQ_DB invalid (DB =0 or > limit of cpu)

3 datablock ibaREQ_DB does not exist

4 datablock ibaREQ_DB undefined error

5 datablock ibaREQ_DB too short

6 datablock ibaREQ_DB too short for ibaREQ_UDP

9 internal error (RD_SINFO)

10 no access to datablock ibaREQ_DB (read)

11 no access to datablock ibaREQ_DB (write)

20 initialization not finished

21 insufficient memory for SZL

22 wrong SZL_ID

23 wrong or invalid index of SZL

24 error while reading 1&M data from cpu

25 error while reading plc data

31 initialization canceled with error

32 initialization not completed

41 too many pointers (ibaREQ_DB to small)

42 too many pointers in one command (>128)

44 invalid command id

45 operand invalid (not defined)

46 operand invalid (datatype)

47 operand invalid (memory area)

200 no connection to PN device / DP slave

300 version of ibaREQ_UDPact does not match with ibaREQ_M (ID)

301 version of ibaREQ_UDPact does not match with ibaREQ_M (FB)

302 version of ibaREQ_UDPact does not match with ibaREQ_M (DB)

303 type of transmit agent does not match with configured request type in ibaPDA

305 PROFIBUS DP slave hardware configuration is invalid

306 configured peripherial address is invalid

310 no access to datablock ibaREQ_DB (read)

311 no access to datablock ibaREQ_DB (write)

315 error while masking of synchronous faults

316 error while demasking of synchronous faults

320 operand invalid (datatype)

321 operand invalid (pointer)

401 ADR_SLOT / ADR_SLOT_0 invalid hw-id

402 ADR_SLOT / ADR_SLOT_0 invalid hw-id, no IO-Device or DP-Slave
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Value

Description

ERROR_STATUS

Appendix

403

ADR_SLOT / ADR_SLOT_0 invalid hw-id, is no PROFIBUS or PROFINET

406

ADR_SLOT / ADR_SLOT_0 invalid configuration slot (0)

407

ADR_SLOT / ADR_SLOT_0 invalid configuration slot (0)

409

ADR_SLOT_1 invalid configuration slot 1

410

no connection to PN device / DP slave or error

411

ADR_SLOT _1 invalid hw-id

412

ADR_SLOT_1 invalid hw-id, no IO-Device or DP-Slave

413

ADR_SLOT_1 invalid hw-id, is no PROFIBUS

416

ADR_SLOT_1 invalid configuration slot 1

Ox8yyy

errorcode of inner TUSEND / AG_SEND / AG_LSEND

Table 15:

S7-1500

Error codes of Request blocks

For the ibaREQ-UDP Request block, the following error codes may appeatr:

ERROR_TSEND

(WH16#...)

80A1

Connection or port already being used by user.
Communication error:

- The specified connection has not yet been established.
- The specified connection is being terminated.

- Transfer via this connection is not possible.

- The interface is being re-initialized.

80A3

The nested "T_DIAG" instruction has reported that the connection
has closed.

80A4

IP address of the remote endpoint of the connection is invalid or it
matches the IP address of the local partner.

80A7

Communication error: You called the instruction with COM_RST = 1
before the send job was complete.

80AA

A connection is currently being established with the same
connection ID by another block. Repeat the job with a new rising
edge at the REQ parameter.

80B6

Parameter assignment error in the connection_type parameter of the
data block for connection description.

80B7

Error in one of the following parameters of the data block for
connection description: block_length, local_tsap_id_len,
rem_subnet_id_len, rem_staddr_len, rem_tsap_id_len,
next_staddr_len.

8085

The LEN parameter is larger than the highest permitted value.

8086

The ID parameter within the CONNECT parameter is outside the
permitted range.

8087

Maximum number of connections reached; no additional connection
possible.

8088

The value at the LEN parameter does not correspond to the receive
area set at the DATA parameter.

8091

Maximum nesting depth exceeded.

809A

The CONNECT parameter points to a field that does not correspond
to the length of the connection description.
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809B

ibaPDA-Request-S7-UDP

InterfacelD is invalid. It is either zero or it does not point to a local
CPU interface or a CP.

80C3

All connection resources are in use.
A block with this ID is already being processed in a different priority
group.

80C4

Temporary communication error:

- The connection cannot be established at this time.

- The interface is receiving new parameters or the connection is
being established.

- The configured connection is currently being removed by a
"TDISCON" instruction.

- The connection used is being terminated by a call with COM_RST
=1.

80C6

Remote network error. Remote partner cannot be reached.

Other documentation

For more information, please see the SIEMENS documentation about the TSEND_C block.

S7-300/400

For the ibaREQ-UDP Request block, the following error codes may appeatr:

ERROR_TCON

(W#16t#...)

8086 The ID parameter is outside the permitted range.

8087 Maximal number of connections reached; no additional connection
possible

8089 The parameter CONNECT parameter does not point to a data block.

809A The parameter CONNECT parameter points to a field that does not
match the length of the connection description (UDTE5).

809B The local_device_id in the connection description does not match
the CPU.

80A0 Group error for error codes W#16#80A1 and W#16#80A2

80A1 Connection or port is already occupied by user

80A2 Local or remote port is occupied by the system

80A3 Attempt being made to re-establish an existing connection

80A4 IP address of the remote connection end point is invalid, it may
match the local IP address

80A7 Communications error: you have called TDISCON before TCON was
complete. TDISCON must first complexly terminate the connection
referenced by the ID.

80B2 The parameter CONNECT parameter points to a data block that was
generated with the keyword UNLINKED.

80B3 Inconsistent parameter assignment: Group error for the error codes
W#16#80A0 to W#16#80A2, W#16#80A4, W#16#80B4 to
W#16#80B9

80B5 Error in active_est parameter (UDT 65) in the UDP protocol variant

80B6 Parameter assignment error relating to the connection_type

parameter (UDT 65)
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80B7 Error in one of the following parameters of UDT 65: block_length,
local_tsap_id_len, rem_subnet_id_len, rem_staddr_len,
rem_tsap_id_len, next_staddr_len

80B8 Parameter ID in the local connection description (UDT 65) and
parameter ID are different

80C3 All connection resources are in use.

80C4 Temporary communications error: -

- The connection cannot be established at this time. -

- The interface is receiving new parameters.-

- The configured connection is currently being removed by a
TDISCON.-

- The H system is connecting and updating.

Other documentation

For more information, please see the SIEMENS documentation about the TCON block.

ERROR_TSEND
(WH16#...)

8085

LEN parameter has the value O or is greater than the largest
permitted value

8086

The ID parameter is not in the permitted address range

8088

LEN parameter is larger than the memory area specified in
DATA

8089

ADDR parameter does not point to a data block

80A1

Communication error:-

- The specified connection between user program and
communications layer of the operating system has not yet
been established.-

- The specified connection between the user program and the
communication level of the operating system is currently
being terminated. Transmission over this connection is not
possible.-

- The interface is being reinitialized.

80A4

IP address of the remote connection end point is invalid, it is
possible that it matches the local IP address.

80B3

The set protocol variant (connection_type parameter in the
connection description) is not UDP. Please use FB 63
"TSEND".

ADDR parameter: Invalid settings for port no.

80C3

A block with this ID is already being processed in a different
priority class.-
Internal lack of resources.

80C4

Temporary communications error:-

- The connection between the user program and the
communication level of the operating system cannot be
established at this time. -

- The interface is receiving new parameters.

Other documentation

For more information, please see the SIEMENS documentation about the TSEND block.
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More error messages
ERROR TCON

ERROR and STATUS parameters

ERROR STATUS* Explanation
(W#16#_.)
i} 0ooo Connection successfully established.
i} 7000 Mo job processing active
i} 7001 Start job execution, establish cennection.
o] 7002 Connection is being established (REQ irrelevant).
1 8085 Connection ID (ID parameter) is already being used by a configured connection.
1 8086 The ID parameter is outside the valid range.
1 8087 Maximum number of connections reached; no additional connection possible
1 8089 The CONNECT parameter does not point to a connection description or the connection description was created manually.
1 800A The structure at the CONNECT parameter is not supported on an integrated interface or the length is invalid.
1 809B The element Interfaceld within the TCON_xox structure does not reference a hardware identifier of a CPU or CMICP interface

or has the value "0".

1 80A1 The specified connection or the port is already being used.

1 80A2 Local or remote port is being used by the system. The following ports are reserved locally: 20, 21, 80, 102, 135, 161, 162,
443, 34962, 34963, 34964 as well as the area 49152 to 65535,

1 80A3 |0 is used by a connection created by the user program, which uses the same connection description at the CONNECT
parameter.

1 80a4 |IF address of the remote endpeint of the connection is invalid or it corresponds to the IP address of the local partner.

1 BOAT Communication error: You executed "TDISCON" before "TCON™ had completed.

1 80B4 Only with TCON_IP_RFC: The local T selector was not specified or the first byte does not contain the value 0xOE (only with a

length of T selector = 2} or the local T selector starts with "SIMATIC-"

1 80B5 Only passive connection establishment is permitted for connection type 13 = UDP (parameter ActiveEstablished of the
structure TCOMN_IP_v4 / TCON PARAM has the value TRUE).

1 80B6 Parameter assignment error in the ConnecticnType parameter of the data block for connection description.
» Only valid with TCON_IP_v4: 0x11, 0x0B and 0x13.
# Only valid with TCON_IP_RFC: 0x0C and 0x12

1 8087 With TCON_IP_v4:

s TCP (active connection establishment): Remote port is "0

« TCP (passive connection establishment): Local portis "0

» UDP: Local portis "0"

« |P address of the partner end point was set to 0.0.0.0.

Witt TCOM_IP_RFC:

« Local (LocalTSelector) or remote (RemoteTSelector) T selector was specified with a length of more than 32 bytes
= For TSelLength of the T selector (local or remote), a length greater than 32 was entered

» Erorin the length of the IP address of the specific connection partner.

» |P address of the partner end point was set to 0.0.0.0.

1 8088 Parameter 1D in the local connection description (structure at CONNECT pararmeter) and parameter D of the instruction are
different

1 80C3 All connection resources are assigned, or ports may be dynamically used by other applications or connections.

1 80C4 Temporary communication error.

« The connection cannot be established at this time.

= The connection cannot be established because the firewalls on the connection path are not open for the required ports.
# The interface is currently receiving new parameters.

= The configured connection is currently being removed by a "TDISCON" instruction.

1 80C5 The connection partner refuses to establish the connection, has terminated the connection or actively ended it
1 80C6 The connection partner cannot be reached (network error).
1 80C7 Execution timeout
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1 80ce Value at the D parameter is already being used by a connection that was created using the user program. The connection
uses the identical ID, but different connection settings at the parameter CONNECT.
1 80Ce Validation of the connection partner failed. The connection partner that wants to establish the connection does not match the
defined partner of the structure atthe CONNECT parameter.
1 80CE The IP address of the local interface is 0.0.0.0
1 80D0 In connection with TCP and the active connection end point: The remote_gdn parameter is an empty string. In this case, no
connection can be established.
1 8001 The remote_gdn parameter is not a fully qualified domain name. The pericd at the end may be missing.
1 8002 Mo DNS server address is configured.
1 8003 The fully qualified domain name could not be resolved. Possible causes:
& The DNS server is not reachable, for example, because it has been shut down or the remote port is not reachable.
& Anerror occurred during communication with the DNS server.
s The DNS server returned a valid DNS answer, but the answer contained no IPv4 address
1 80E0 Unsuitable or poor message was received.
1 80E1 Error during the handshake. Possible causes:
« Abort by the user
& Security net high enough
s Renewed negotiation is not supported
® SSLTLS version is not supported
« Validation of the host name failed
1 80E2 Not supported / invalid certificate
Possible cause: The time-of-day of the module concerned is not setor the module is not synchronized.
Example: The default setting for the date of the medule is 1/1/2012 and it was neot set during commissioning. The validity
period of the certificate starts on 20 August 2016 and ends on 20 August 2024. In this case, the date of the module is outside
the validity peried of the cerificate; the certificate is invalid for the medule.
1 20E3 Certificate was discarded.
1 80E4 Mo valid certification autherity found.
1 80E5 Certificate expired.
1 80EG Integrity errors in the Transport Layer Security Protocol
1 BOET Mot supported extension in 2 508-\V3 cerificate
1 80ES TLS server without server certificate is not supported.
1 BOEA DTLS (UDP) protocol is not supported
1 BOEE Aclient cannot request a client certificate.
1 BOEC The server cannot perform validation based on the subjectAlternateMame (only clients can do this).
1 BOED TLSServerCertRef_m-1D invalid

Other documentation

For more information, please see the SIEMENS documentation about the TCON block.
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ERROR TUSEND

ERROR STATUS* Explanation
(W#16#_)
i} oooo Send job completed without error
o 7000 Mo job processing active
i} 7001 Start of job processing, data being sent

Note: During this processing phase, the operating system accesses the data in the DATA send area

o 7002 Intermediate call (REQ irrelevant), job is being processed
Mote: During this processing phase, the operating system accesses the data in the DATA send area.

1 8085 The LEN parameter has the value "0" or is greater than the highest permitted value.

1 8086 The ID parameter is not in the permitted value range.

i} 8088 The LEN parameter is greater than the memory area specified in DATA

1 8089 The parameter ADDR does not point to a data block with the structure TADDR_Param or TADDR_SEND_QDN.
1 80A1 Communication error.

» The specified connection between user program and communication layer of the operating system has not yet been
established.

+ The specified connection between the user program and the communication layer of the operating system is currently being
terminated. Transmission over this connection is not possible.

s The interface is being reinitialized.

1 80B1 You changed the DATA parameter before the current job finished.

1 80A4 IP address (at the ADDR parameter) of the remote connection end pointis invalid; it may correspond to the local partner's own IP
address.

1 80B3 » The protocol variant (connection_type parameter in the connection description) is not set to UDP. Please use "TSEND".

+ Parameter ADDR: Invalid infermation for port no.

1 80B7 The length of the structure referenced by the parameter ADDR is not 8 bytes

1 80C3 + Ablock with this ID is already being processed in a different priority class.
+ Internal lack of resources.

1 80C4 Temporary communication error:

& The connecticn between the user pregram and the communication layer of the operating system cannct be established at
this time.

Mew parameter seftings are being assigned to the interface.

Temporarily no recaive resources available at the connection partner. The connection partner is not ready to receive

1 80C5 & Connection terminated by the communication partner.
& LSAP of the remote connection partner is not released
1 80C6 Network ermor:
« Remote partner cannot be reached.
e Physical interruption on PROFIEUS
1 80C7 Execution timeout.
1 8003 The fully qualified domain name could not be resolved. Possible causes:
®« The DMNS server is not reachable, for example, because it has been shut down or the remote port is not reachable.
& An error occurred during communication with the DNS server.
& The DNS server returned a valid DNS answer, but the answer contained no IPv4 address.
1 S0EA DTLS (UDF) protocol is not supported

Other documentation

For more information, please see the SIEMENS documentation about the TUSEND
block. .
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6 Support and contact
Support
Phone: +49 911 97282-14
Fax: +49 911 97282-33
Email: support@iba-ag.com
Note

If you require support, indicate the serial number (iba-S/N) of the product.

Contact
Headquarters

iba AG
Koenigswarterstr. 44
90762 Fuerth

Germany

Phone: +49 911 97282-0
Fax: +49 911 97282-33
Email: iba@iba-ag.com

Contact: Mr Harald Opel

Regional and worldwide

For contact data of your regional iba office or representative please refer to our web
site

www.iba-ag.com.
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